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Chapter One

1.1 Introduction
In the past twenty years, Irish Life and, by extension, Irish Education has undergone a
significant metamorphosis in terms of our dependance on Technology. When the
Principal left me at the door of the first classroom I was to enter as a fully qualified
Teacher in 1982,what struck me, as I nervously closed the door behind me, was the
isolation and the sense that I was now, on my own. In many ways, I was. Here was a
young teacher, armed with ideas but without a single “Fearas”, bar the few tattered
books on a window-ledge and, of course the “Deilbhini” for the “Buntus Cainte”-a
series of cardboard figures with sandpaper backing which sometimes stuck to a
flannel sheet but more often than not, falling to the floor, much to the amusement of
the children. Needless to say, they weren’t exactly riveted when it was produced every
morning at 10 O’Clock. In those days, a visit to the office for a child’s file was a
formidable search among a rainforest of paper. Research on a lesson meant a long trip
to the college library and PC had something to do with acceptable standards of
behaviour.
I relate this merely to illustrate how things have changed in the past twenty years at
the chalkface! Today’s classroom is a hive of activity. Children are moving about but
with a purpose. They are discovering, composing and interacting with each other.
They have at their fingertips access to a vast store of information and are using it to
communicate ideas.
Special needs children are being presented with an ever-increasing variety of software
tuned to their personal disability. I have a daughter who has Down’s syndrome and I
know this to be true, as I have witnessed the progress she has made since the first day
she mastered the computer mouse. Although some hanker after the “good old days”,
you won’t find many primary teachers in that category today.
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Teachers are, at last, embracing technology as a valuable personal and classroom
learning tool. The technology is available. The money is there in abundance. There is
an enthusiasm for computing within the teaching profession, but problems exist.
In many classrooms, computers are gathering dust in a comer of the room, while
teacher gets on with the real business of covering the syllabus, not realising the
valuable asset to learning that is available right there in the classroom. Aside from not
recognising the value of this new learning tool, there’s the added problem of
enthusiastic teachers who don’t have the “know how” to get the technology working
to it’s full potential and it is towards teachers in this category that I turn my attention
to in this Thesis.I refer to the dearth of advice that is available to teachers like these
on deriving full benefit from the technology that has been made available to them
under the IT2000 initiative. In this thesis, I shall be concentrating on the best
approach towards maximising a schools technology capability and by this I mean
implementing an Internal School Network.
A school network can offer great benefits to both staff and children in terms of shared
access to resources and higher quality Internet access. There are other benefits also. A
school about to embark on a Networking initiative can use the opportunity to
modernise its office IT capabilities and streamline it’s administrative procedures. A
single network can be installed to mn both curriculum and administrative procedures.
As with any undertaking of this kind, there are issues of cost, security and
management that must be taken into consideration. These factors, above all, will
determine the quality and feasibility of networked solutions available to Primary
schools. In this regard, I shall assess these variables in detail with a view towards
providing clear guidelines for the School Authorities.
In summary, a networking solution will add considerable value to the capabilities of
the school’s IT armoury. It will provide great benefits in terms of resource sharing and
access to the Intemet.This document is intended as a comprehensive guide for primary
schools in the Republic of Ireland, which are considering a networking solution.

-
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1.2 Statement of Thesis
In this Thesis, I hope to develop an approach to networking in the Irish Primary
school which will provide practical as well as theoretical advice to Primary
Teachers.In the pages that follow, I will detail a general outline of the principles of
computer networking and detail models appropriate to the primary school.
At the outset, I wish to acknowledge that there are as many solutions to the primary
school’s networking requirements as there are individual schools. This document is
intended as a general set of guidelines for the average Primary school in this country.
By this, I mean schools with limited funds and already in possession of a basic stock
of IBM compatable PC’s provided under the governments IT 2000 initiative.
As in any undertaking of this nature, there is a need for a statistical analysis of the
current state of networking in Primary schools. This information is detailed in Chapter
2 and provides the background to this particular project.
As a research element, I will examine Wireless Networks and their suitability to
schools that may experience difficulties with physical wiring.
Finally, I intend to give a detailed costing of the various models of networking
outlined and provide a unit cost reference for Teachers interested in developing their
schools computing capabilities.
This thesis should be of interest to teachers who work in a small school with a handful
of computers and a single telephone line. It should equally interest teachers in a large
school with a dedicated room where a bank of computers can be located.
The pages that follow, I hope, will provide interested teachers with a clear and
straightforward explanation of the road that should be taken in effectively networking
a Primary school, regardless of size or expertise. It will also, I hope, provide teaching
staff with a clear and concise understanding of the benefits of a school network and
the principles behind it.
While my focus is on the Primary school, the content is, of course, applicable to any
school that has a PC facility. Even if you work in an office or wish to connect two
computers at home to share files, you should find the pages that follow applicable to
your situation.

-
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1.3 Aim and Objectives of this Thesis
Aim:
The Aim of this thesis is to provide practical guidelines for Teachers who wish to
implement a Local Area Network in the Irish Primary School.

Objectives:
❖ To examine Models of Networking which are appropriate to the Irish Primary
school.

To outline the principles of Wireless network communications and to research
a wireless communications model that could augment and extend an existing
school Local Area Network.

♦> To provide practical background information basic to understanding how
computers communicate.

❖ To research, examine and evaluate incremental Networking models from a
functional and cost perspective.

❖ To apply the knowledge gained in the MSc in computing in Education in
implementing an Ethernet school wide network in a Rural Primary school.

❖ To implement and evaluate the Microsoft N.T Server operating system for use
in the Primary school environment.

❖ To survey and analyse the current state of networking in Kerry’s Primary
Schools.

-
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Background

Introduction
“Ensuring networked connectivity ofschools is seen as essential for preparing
America's youth to share in the anticipated educational, economic and social benefits
of life in the Information Age. Yet many schools and communities may feel that
They are being asked to invest in a technology with unknown costs, and largely
undemonstrated benefits. Others may feel that the goal, though laudable, is
impractical, given the constrains under which their schools are having to function. ”
P. Kenneth Komoski (1996)t

This quotation, in many ways, reflects the mood of teachers, not only in America but
also in Ireland.However, this is changing and the first steps towards this change took
place in 1996 in this country with the establishment of the National Council for
Technology in Education. Prior to this, there was no direction for teachers interested
in using Technology as a resource for teaching.

2.1 National Council for Technology in Education
The National Council for Technology in Education (NCTE) was established by the
Department of Education and Science in 1998 as a response to the perceived need for
a technology literate school-going population. The centre was given a wide and farreaching remit in the area of Information and Communication technology by the Irish
Government and thus far it has had great success. Over the period from 1998 to 2003
the overall investment in Information and Communication Technology (ICT) in both
Primary and Post-Primary education is expected to be in the region of £121 million.
To date, almost 90% of teachers have received In-Service training in the use of ICT in
the classroom.

t A Report for School and Community Technology Planners and Policymakers (‘96)
-
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With the help of Eircom, each school has been provided with at least one Internet
ready computer and free access to the Web. Coupled with this NCTE has made
available to schools a comprehensive IT back up service through the good offices of
the local Education Centres. The Scoilnet web site has at last reached true potential
and is fast becoming a regular calling point for teachers, looking for direction in this
area.
Since the introduction of the School’s I.T.2000 program in 1987,some primary
schools throughout the country have implemented computer networks very
successfully. Some have achieved success by collaborating with other schools in their
localities, under the NCTE’s Schools Integration Program (SIP). Others have
ploughed a lonely furrow and still achieved their objectives. It is imperative, at this
time, to examine how schools can successfully develop networking infrastructures,
how the technology can benefit them in their task of educating students and how
much it will cost them to do so.

2.2 Does ICT matter in the Primary School?
^‘‘Children under 12 years in technology-equipped schools get higher marks in maths,
science and literacy tests. Good management of technology boosts pupil motivation,
knowledge and effectiveness in completing class work... ”

This is the finding of an extensive statistical survey carried out by BECTAtfor the
British Department of Education. According to Eoin Lynch, Chief Executive of
BECTA, this report provides further evidence of the positive link between ICT and
standards in primary schools. This lends further credence to the popular belief that the
use of ICT in the classroom not only improves learning but also pupils attitudes to
school.”Technology”, according to Eoin Lynch,” excites students and this after all is
the first step to learning”.

tBECTA: the British Educational Communications and Technology Agency

- 15-
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2.3 User Needs Analysis
This study was conducted based on techniques studied in Quantative Methods and
Statistical analysis under the guidance of Dr Pat Doody IT Tralee.

2,3,1 In traduction
The desktop computer is,for the Primary school at any rate,a relatively new addition
to the armoury of the Primary School Teacher.It’s value as a learning tool is only now
being fully appreciated.The high attendance at Department of Education in-service
I.T. courses bears testimony to this view.However,little research has been undertaken
in this area to date and as such,there is no Irish statistical data available on the state of
I.T. in Primary schools.Much less is known about the number of school networks that
are in operation.Do primary school teachers see a value in this approach?Is there a
need for training?How much would schools be willing to pay to implement a school
LAN?These are questions that need to be answered.From this perspective,any attempt
to supply a credible evaluation of a Networking solution for Primary schools must be
underpinned with a credible assessment of the Networking needs of the user.To this
end,a random sample of fifty primary schools was selected for analysis and the survey
was undertaken in February 2000.

2.3.2 Objectives
1) To establish what percentage of Primary Schools in the sample were
Networked.

2) To determine the proportion of Schools would be favourable to implementing
a LAN.

3) To evaluate which benefits of networking were perceived to be important.

-
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4) To determine if the unit cost developed for a high end client server Network
would be perceived to be excessive.

2,3.3 Methodology
A random group of 45 schools based in Kerry was selected because, with a sample of
this size, Normality of the Population Distribution as outlined in the Central Limit
Theorem could be assumed. Of the surveys distributed,32 were retumed.A response
rate of 71% was achieved,which was quite acceptable.For analysis,! chose to use a
software package called SPSS for Students. In the circumstances,it proved to be more
than adequate for the analysis which I wished to conduct. To begin with a sample
questionnaire was drawn up using Microsoft Word. It was decided to keep the queries
simple and to include either yes/no or interval type.responses and five local schools
were then selected for a pilot survey.These schools were drawn from Urban and Rural
backgrounds and on analysis it was found that:

1.Proper intervals were not furnished in Question 2 in relation to school size.

2.In this question also, an option of “more” had been included, but it was
quickly realised in analysis that this was not a valid choice.

It was decided to replace this option of “more” and to revise the intervals. The revised
questionnaire was then distributed to 45 Primary schools in Kerry.

2.3,4 Results of Survey
I include in the following pages only the significant results of the survey, which
examined general issues surrounding the use of Networking in the Primary School.
The full results are contained in Appendix F at the end of this Thesis.

-
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❖ Proportion of Networked schools in the sample

Of the 32 schools that returned completed questionnaires, 84% did not have a school
computer network. This is not wholly surprising given that there is still quite a lot of
work that remains to be done in relation to IT education among the teaching
professions in general. Of the 5 schools from the sample that have implemented
computer networks, all were large urban schools with a stock of 15 PCs or more.
The remaining 27 schools were generally rural based and of these 12 were small two
teacher schools with a low stock of computers. These schools in particular have much
to gain at very little expense, by implementing a school network.
Figure 2.1 illustrates this data on a bar chart.

Figure 2.1

Number of networked schools in the sample

Yes

School Network

❖ Percentage of schools in favour of a School Network
The following pie chart clearly shows that a very high proportion of the schools
surveyed would be in favour of implementing a school network. In fact, of the 32
- 18 -
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schools returned for analysis, the proportion in favour was 0.65.Perceived Cost
transpires as a major determining factor in deciding a question of this nature.
However, as one will see from Figure 2.4 that follows, when the actual unit cost of
Implementing a high functionality model of networking is made available, there is a
much more favourable response.

Figure 2.2

In favour of a school network

No opinion

❖ Perceived benefits of a school Network
In this question six advantages of implementing a school network were described and
the respondents were asked to rate them in order of preference. As is evident from the
table in Figure 2.3,the highest percentage of first preferences were cast for Shared
access to the Internet for all computers. This is to be expected as it underlines the

-
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limitations that most schools are under at present, with even large urban schools
having only a single dial-up Internet access.21 % of the respondents rated Central
management of all PCs as the most important benefit of a computer network while 3%
of the schools rated ease of software installation as the primary advantage.

Table 2.3

Table of Preferences
Benefit

Shared access to
Shared Central Central
access
storage management printers and
scanners
to the
of data of all PCs
Internet
for all
PCs

Number of 11
first
preferences
Percentage 34%
of first
preferences

Easy set-up
of software
(install on
server for all
PCs

Cheaper
software
licensing

6

1

3

1

4

18%

21%

9%

3%

12%

❖ Proportion of schools, which deem cost excessive.

In this question, a unit cost per computer unit of £199.46 was developed for a high
functionality client server model of networking. The respondents were then asked if,
in their opinion, meeting this cost was too excessive, given their finances.Figure 2.4
on the following page illustrates the answers given.

-
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Unit cost too excessive
Figure 2.4

Q

(U

0

Unit Cost too excessive

78% of schools in the sample felt that this estimate was within their capabilities. This
was surprising, given that Primary schools are generally perceived to be under
financed.

"'■'o
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Chapter Three
Advantages of a School Network

3.1 Advantages of a School Network
At this stage, it can be assumed that everyone is aware of the benefits of the personal
computer in the primary school. It has influenced and facilitated almost every aspect
of school life from correspondance with Parents, to providing valuable learning
assistance to the child with special needs. The implementation of Information
Technology in Primary^ Education is, in most instances, characterised by the stand
alone computer. This, of course, is not to decry the value of the computer used in this
way. However, schools that have a bank of stand-alone computers can add value to
their computing capabilities by networking. There can be no doubt but that a
computer with a connection to a network has greater capabilities than a stand-alone
computer.
The networked computer is more valuable than the particular software loaded on it,
because it can be used to access information which is not available on it’s own hard
drive. It can communicate with other computers on the network to access data,
multimedia, files and applications. Furthermore, all computers on a school network
can have equal access to the wealth of resources on the Internet. Also, because class,
race and ability are removed as factors in communication, it is a level playing field for
all and this in itself is a good enough reason for schools to justify a school network
with Internet access.

5.7.7 Sharing Resources
In a properly networked school all computers, regardless of location, can share any
peripheral devices attached to the network. Printers, scanners, software and Internet
connections can easily be made available to every computer in the school. This of
course is one of the major advantages of implementing a school LAN.The nonnetworked school is limited in its ability to provide these services to all staff and
students. To overcome this, some schools have invested heavily in providing printers
-
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and scanners for each individual classroom. Aside from the added costs involved in
terms of hardware and consumables, maintenance will prove highly time
consuming. The added financial outlay might better be invested in implementing a
school network, which will provide these advantages at a fraction of the cost.

3,1,2 Easier Administration
Administrative tasks become simpler also. In most schools, daily enrolment and
attendance data need to be collected from individual teachers every morning. This is a
major chore in a large school. Now, a simple software package, developed for primary
school networks, called “RollUp” [1], allows this procedure be carried out from each
classroom and processed centrally. Not only that but childrens files and class records
can now be made available to the teaching staff from their classrooms by means of a
new software package called “Primary Profiles” [2], developed specifically for Irish
primary schools.
The presence of a network also makes a school wide e-mail system possible. E-mail
can provide a valuable aid towards the personal and professional development of both
staff and students. Furthermore, from an administrative point of view, general
information such as Department of Education circulars can quickly be distributed via
in-school messaging, to all staff.

[1] RollUp

SeaSoft Educational Software. Ashboume.Co Westmeath

[2] Primary Profiles

GalMac Computers LiosBaun Ind Est.Tuam Rd .Co Galway

-
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3,1,3 Central Management and Security
Valuable time is wasted in schools every day in dealing with relatively, minor
management and configuration problems when the computers are stand-alone. This is
easily dealt with in a networking environment. In schools that take a Client Server
approach to networking, the Operating System will provide a means of securing
sensitive data, programs.
Furthermore, by using commercial packages such as [l^Childlock, only the network
administrator can change each individual computer configuration settings and because
he/she has the authority, it can be done from any machine on the network. Even in a
Peer-to-Peer networking environment, security and management issues are less time
consuming that they would be in a non-networked environment.

3,1,4 Lower Software Costs
Many schools spend an undue amount of their yearly I.T.budget on software, much of
which is spent purchasing copies of software already available in the school in order
to comply with Copyright Law. A copyright is a legal protection granted to a person
or company for their creative work. Computer programs, like books and music, when
copyrighted come under the protection of intellectual property law and it is an offence
to copy or distribute any material so protected, without permission from the owner. It
is strongly recommended that schools be not in breach of this law.
As a result multiple copies of software programs are to be found in the majority of
primary schools. These schools can however make considerable savings by
purchasing

[1] Childlock: www.childlock.com: A software program that enables the Network
manager to secure configurations and settings on the network nodes.

24
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Network versions of commercial software applications. This approach allows several
users access to the software, at the same time. Furthermore, if the computers are
networked, one copy of the application can be installed and configured on the server
and is then available to all computers on the network. No longer is there any need to
install software on each individual machine and the management problems that this
entails are considerably simplified.

5.7.5 Sharing CD ROMs
As any teacher with responsibility for ICT in an Irish primary school will testify to,
one of the most frequently used resource in the classroom is the Educational CD
ROM.Titles which prove popular are very expensive and rarely does a single copy of
a popular CD-ROM such as Microsoft Encarta or Maths Quest suffice. A school with
a network can add a CD-Server to their networking armoury and save on the cost of
purchasing multiple copies of CD-ROMs.

5.7.6 Educational Benefits
As a hands-on classroom tool, the use of networks can be a motivator for students in
itself Students, within a school, can collaborate between classrooms, school resources
can be shared, inter-class videoconferences and presentations can take place. Their
use encourages the kind of independence and autonomy that many educators agree is
important for students to achieve in their lives.
The school network with Internet access expands classroom horizons dramatically by
making many resources from all over the world available to students. It brings
information, data, images, and even computer software into the classroom from places
otherwise impossible to reach, and today, with high data transfer rates, it does so
instantly. The value of the E-Mail and the Web as an Educational resource is, by
-
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Now, well known and accepted within the teaching profession. However, most
schools have only limited Web potential. Access to these wonderful facilities is only
to be found in a very limited way with standalone computers. In a networked school,
however, all children and staff can have equal access to the Web for collaboration,
curriculum materials, and idea sharing.

3.2 What is a Local Area Network (LAN)?
There are many and varied interpretations as to what exactly constitute a LAN.
Wilkes t defines a LAN as:
“ ...a communication system for interconnecting computers within a building
or site (which is what I take a LAN to signify)... ”

Along the same lines Metcalfe and Boggs t view a LAN as:

“ ...the interconnection of computers to gain the resource sharing of computer
networking and the parallelism of multiprocessing ”.

Both of these definitions, generally, view a LAN as a collection of computers
interconnected within the same location for the purposes of sharing resources. This is

t Wilkes M.V. ‘The impact of wideband communication systems and distributed
computing’ Paper presented at the

conference on distributed computing 1-4

October 1979.
t Metcalfe R.M. and Boggs D.R. ‘Ethernet: distributed packet switching for Local
Area Networks’ Commun.ACM 1976.
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indeed the widely held perception of what constitutes a LAN within the I.T. industry
and for the purposes of this thesis, it is the interpretation, which I will abide by.
Resources in this context, it should be pointed out, do not solely refer to hardware
devices, such as printers or scanners, connected to the LAN but also to data and the
software used to manipulate and interpret that data.
For example, data may include a list of childrens names in a particular class held in a
database of some sort.
This data, in itself, is of limited use to a teacher without some software program,
which allows it to be sorted and searched, such as Microsoft Access©.

3.3 A short history of the LAN
Local Area Networks are constructed by interconnecting Personal Computers and, as
such, the history of the LAN is synonymous with the development of the Personal
Computer or Microcomputer as it is often referred to.
The microcomputer was first developed in 1975 by MITS Altair as a response to the
limitations of the “shared processing” of mainframe computers and mini-computers.
In a mainframe system the entire processing power is concentrated in a powerful
central computer. Access to this computing power was and to a certain extent, still is
by means of “dumb terminals”.”.
These are just keyboards and monitors, which appear as if they have full control over
the central processor. In reality, this is not the case. Originally, they had no processing
power of their own and as the number of live terminals increased, each trying to
access data on the mainframe, the level of service decreased. The PC was developed
as an alternative to the limitations of this system. Each Personal Computer has it’s
own processing power which doesn’t degrade. This is referred to as “Distributed
Processing. IBM realised the commercial advantages of this new technology and in
1981,the first PC came on the market. It promised a new mobility in computing and
the idea was a resounding success. For the first time, computers no longer needed to
be connected to a central processing mainframe. Each PC had it’s own processor and

-
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could be used in the home just as easily as in the office. The rest of the eighties saw
an explosion in the adoption and development of the home PC.Though, initially,
expensive, prices began to fall dramatically as more and more companies flooded the
market with “clones” of the original IBM personal computer.
However, the technology had not yet been developed to further capitalise on this
processing power by linking the PCs together in a network. During this time Bob
Metcalfe, the founder of COM had been working on a way that computers could share
a common cabling system and in 1982 the combined forces of Digital, Intel and Xerox
released the improved LAN cabling topology Ethernet 2.Shortly afterwards in
1983,Novell developed the first LAN operating system and the LAN was bom. This
Network Operating System was called Netware and twenty years later, it is still the
most popular of Noses. Today Novell’s main competitor is Microsoft and between
these two corporations they share 90% of the Network Operating System market.

Year
1971

Intel releases first microprocessor

1975

MITS produce the first mini computer
Bill Gates and Paul Allen produce software to run on the Altair
Jobs and Wozniac introduce first Apple computer

1980

Ethernet 1 released by Digital, Intel and Xerox (DIX)

1981

IBM release first Personal Computer

1982

Ethernet 2 released by Digital, Intel and Xerox (DIX)

1983

First computer with a mouse called Lisa
Novell release Netware O.S.

1984

IBM release first 286 PC

-
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How do Computers communicate?

Introduction
As humans have designed LANs it comes as no surprise to learn that in many ways,
computers communicate in much the same manner as humans do. Computers “speak”
to each other by means of electrical signals in languages that are mutually understood,
or by means of “interpreters” when no common language is available. So too, as in
any human conversation, there are set rules of engagement or Protocols so as to make
the interaction meaningful.

4.1 Computer Communication
At the physical level communication over a network of computers, involves firstly
breaking the data into smaller segments called Packets and then encoding each packet
to be transmitted, as a series of electrical signals or in the case of a wireless LAN
(WLAN) as a series of Radio Waves for transport to the destination. The subject of
Wireless LANs is discussed in greater detail in Chapter 6.As these packets arrive at
the destination computer, they are converted to the binary language the computer can
understand, re-assembled in their original form and handed to the appropriate
software for processing. The return message is handled in exactly the same manner.

4.2 Connectivity Issues.
By their very nature, LANs require connectivity between the sending and receiving
nodes in order to share data and resources. To better understand how computers
communicate, it is necessary to understand the fundamentals of this transmission
process.
Data on the LAN is delivered in the form of packets as already stated, over a
communication channel. There are, it must be stated, many different forms of
communication channels, but they have one thing in common: All are concerned with
moving information, encoded in the form of electro-magnetic energy between
transmitting and receiving nodes on the Network. In an ideal world, this energy would
-
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Travel within a transmission vacuum and never degrade or alter. However, in the real
world, network designers have to rely on less perfect media such as wire and fibre.
There are two distinct methods used to transmit information over networks. Analogue
transmission are concerned with the transmission of voice quality signals such as the
Telephone Network while communication over a LAN typically uses a digital signal
to move data between source and destination.
While digital communication has many advantages over its analogue equivalent, it
still has its limitations. Copper wire, such as CAT5 UTP, is highly effective at moving
electrical energy over LANs.Despite this, however, impurities in the physical wire
cause resistance to the movement of electrical energy and result in some level of
degradation over the length of the wire even on high specification media such as
CAT6 UTP.This degradation due to resistance is referred to as Attenuation. The
longer the distance travelled, the greater the attenuation and ultimately the greater the
probability of a signal that is too weak to process at the receiver. For this reason
Ethernet LANs restrict single cable runs to 100 metres in length. These lengths can be
extended to some extent if necessary but at the added expense of buying a device
called a Repeater, which re-amplifies the signal.
Furthermore, electronic noise is created during transmission, which also causes the
signal to be indistinct, the further down the wire it travels. All signals cause vibration
which give rise to noise. As the signal gets weaker, it will prove more and more
difficult for the receiving node to separate it out from the noise, thus rendering it
useless. In recent years, filters have been developed to reduce line noise and so,
improve transmission capability. As outlined, these factors limit the capacity of
physical transmission media to move data over the Network.However, choosing high
quality cable can minimise the rate of data loss and thus optimise the potential of the
school LAN. How fast the data can travel and be processed is determined, in the main,
by the type of Network Interface cards installed in the Paste speed of the Server and,
of course, the type of transmission medium used.
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4,2.1 Bandwidth
The extent to which different media such as wire and fibre can transmit data is related
to Bandwidth - a term commonly used to describe Networking speed today. To
understand the concept of bandwidth it is necessary to examine how signals are
transmitted. Analogue signals are transmitted over the medium in waveform and are
measured in units called Hertz (Hz). This measurement refers to the signal frequency
in cycles per second.
The more cycles per second the greater the distance between the highest and lowest
frequencies. This difference is termed Bandwidth and obviously the greater the
difference, the greater the bandwidth and by inference the more data that can be
transmitted.
Given that different media, such as co-axial or twisted pair cabling, have different
bandwidth capabilities, there are a variety of ways of sending data through them.
These fall into two broad categories, namely Baseband and Broadband.

Baseband
Digital transmission techniques are concerned with moving bit streams of data over
the media from source to destination. This is accomplished by switching the signal
between two or more energy states to represent 1 s or Os over a single channel and this
is referred to as Baseband signalling. One state is represented by the binary one and
the other by the binary zero. The capacity of the digital channel is characterised by the
number of bits it can move in one second. This is often referred to as the Bit Rate and
provides the most common means of rating digital communication on LANs today
where most small LANs use baseband signalling and run at speeds of between
1 OMegaBits(Mbps) per second to 100 Megabits (Mbps) per second.
As already mentioned, this signal will attenuate over distance and as a result baseband
Networks are hampered by relatively low transmission rates. Top overcome this, a
signal can be Modulated. This technique involves changing the signal (modulating) so
that it better suits the medium over which it is to be transmitted. As a result there is
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less degradation and at the destination node, the modulated signal is De-Modulated
for processing to its original digital form. This technique is, of course, made possible
by a device called a Modem at both source and destination.
Small Ethernet LANs are generally limited to baseband signalling over a single
channel by the use of Unshielded Twisted Pair cabling.

Broadband
The baseband system is limited to a fixed bandwidth because of the limitations of
UTP but other media such as Co-axial and Fibre optic cable are capable of much
higher bandwidths and therefore can accommodate multiple channels for data
transportation. For example simple co-axial cable can accommodate frequencies of
between lOMhz and 300Mhz.This cable could be used to accommodate 30 channels
of 12Mhz frequencies. Each of these channels would be theoretically capable of
transporting 10Mbps of data. This is referred to as Broadband transmission and
Broadband makes it possible to carry data over multiple channels operating
simultaneously. In contrast to baseband, broadband signalling can carry voice, several
data channels, fax and video transmissions-all attributes which primary schools of the
future will highly value. However, at the present time full broadband LAN signalling
is well beyond the reach of most primary schools from a cost point of view.

4,2,2 Media Access
As previously outlined, data on the baseband LAN is transmitted in the form of
discrete packets over the communications channel. In all Ethernet LANs this packet,
containing a destination address in it’s header will be broadcast to every device
attached to the Network. For this system to be successful, each of these devices must
have a unique address and only process a packet when both addresses match.
However, when two or more nodes broadcast packets simultaneously, collisions may
occur and cause packets to be damaged. To avoid this a system termed Carrier Sense
Multiple Action with Collision Detection (CSMA/CD) is employed. In this scheme,
each device abides by a set of rules and procedures, which define when it can
-
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transmit a packet. Essentially, each node must continuously “sense” the transmission
channel for activity. It may not broadcast if it senses activity. In which case, it must
wait until the channel becomes idle prior to transmitting. Since it is still possible that
two or more nodes wishing to broadcast may simultaneously sense that activity has
ceased and begin to transmit, each node is required to wait or “back off’ for a random
period of time. This ensures that further collisions will be less likely to occur. This
Access Method controls access to the transmission medium and is commonly used on
small LANs.Fortunately, the school network designer doesn’t have to worry about
how this is implemented, as the Access mechanism is built in to the electronics of the
Network Interface card installed in each device.

4,2,3 Layered Protocols
As in human interaction, there must exist asset of rules for any communication to be
meaningful. Rules of communication are also needed to allow meaningful computer
communication over a LAN.
This process involves the use of standard Protocols, organised in a series of Layers,
which handle the transfer of data on the network. The Protocol, which is most
commonly used on Ethernet LANs, is the Transmission Control Protocol over Internet
Proxy (TCP/IP) reference model and this is outlined in the following diagram:

Figure 4.1
Sender

Receiver

The TCP/IP protocol stack is organised in a series of layers and each layer is briefly
described as follows:

-
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The Application Layer deals with specific applications such as FTP, E-Mail
and TELNET, which pass requests from the person using the computer to the
lower layers for processing. These requests could include anything from
loading new web page or download a copy of a file to sending E-Mail.

The Transport Layer ensures that packets when they are to be dispatched are
sent in the correct order and since packets are prone to arrive at the destination
out of sequence or not at all, it is the Transport layer that maintains the correct
data flow. This layer re-arranges the out of sequence packets and ensures that
lost packets are automatically re-requested from the sender.

The Internet Layer is concerned with accepting the packets from the layer
above and getting it to the correct destination address. On the receiving end
this layer accepts packets from the Network Interface layer and passes them in
sequence to the layer immediately above.

The Network Interface Layer is concerned with the transmission of the
individual packets over a particular physical network such as a Wide Area
Networks, an Ethernet LAN or a Token Ring LAN.

The Physical Layer deals with the mechanical, electrical, functional and
procedural means for transporting the packets from the sender to the
Receiver. This refers for example to the type of wiring used, the voltage used
to encode the data and the number of pins in the connectors.

It is common practice to talk of Peer Processes communicating directly with each
other. However, in reality what happens is that data, in the form of packets or
datagrams travels down through the layers on the sending machine, being further
processed at each layer and finally arriving at and being passed up through the layers
on the receiving machine.
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Planning

5.1 Preliminary Considerations
When considering what type of network best suits a particular type of primary school,
it is important that a comprehensive assessment of the schools networking
requirements be conducted. Does the school need shared access to the Internet? Will
there be a need for shared printing or central file storage? These are questions that
need to be answered at the outset.
It is also important that the network designer has some idea of the eventual extent of
the network and it’s potential. Most primary schools will only be able to implement a
skeleton design at the beginning due to financial considerations. However, it is vital
that full consideration is given to future growth of the system. School networks should
be designed on an incremental scale and existing infrastructure should be capable of
merging seamlessly with each further addition.
It is also advisable to use a standard approach to the design and industry-proven
components. As the network grows, it is important that any new additions do not pose
compatibility problems with existing components. Finally, it is very important that
every detail of the network design be recorded and retained for future reference. It has
often happened in the past that these vital details are committed to the memory of the
original designer and nowhere to be found when the replacement manager takes over.

There are seven basic choice areas that need to be addressed when designing the LAN

1. Network Type
2. Physical Design
3. Equipment
4. Operating System
5. Server Hardware
6. Connectivity
7. Security
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5,1,1 Network Type
In this category, three options are available to choose from. These are groups of
protocol products that can operate together within the network, even if they are
manufactured by different companies. They follow the same communication rules and
are organised in different topologies. They are outlined as follows

Token Ring
These types of networks were once very popular, especially in systems, which
were based on large mainframes. This system uses a token-passing protocol,
whereby each computer on the network can only communicate if it is in
possession of the token, as it rotates from one computer to another, thus
reducing the chances of packet collision. However, its popularity has waned and
would prove terribly expensive to implement on a small LAN.

Asynchronous Transfer Mode (A TM)
This approach is commonly found today on large high-performance corporate
networks with multiple segments and backbones. In this system data is
transferred in fixed size cells and transferred at high speeds between the
communicating nodes. They are not appropriate for the primary school, either in
terms of cost or functionality.

Ethernet
Virtually all small LANs in use today are Ethernet based, due to its flexibility
and it’s relatively low cost to implement. Ethernet uses a broadcast technology
in which each computer wishing to communicate broadcasts a packet over the
entire network, which will be received by all other computers. These packets,
rather like envelopes in the Postal system, have a destination address and an
address of origin. If the address matches that of the receiving node, the packet is
processed, if not the packet is discarded. This type of network will support
multiple devices, which can communicate on the network at any time.
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Packets, which are sent at the same time, however, can collide and be damaged.
To overcome this, each transmitting computer is required to check if a collision
has occurred after transmission, in which case, the packet will be re-sent after a
random amount of time, in order to minimise the occurrence of a further
collision. This system of data transfer is referred to as Carrier Sense Multiple
Access with Collision Detection (CSMAy'CD) and defines a standard set of
communication rules as laid down by IEEE 802.3.
There are many flavours of Ethernet LANs in use today. However only two
Ethernet standards are of practical consideration in the small LAN. Up to this
point, most LANs used lOBaseT Ethernet, which operated at 10 Mbps.In this
Ethernet set-up; each NIC on the network’s com.puters is wired directly to a port
on a hub. This is referred to as a Star Topology.

However, as modem school networks demand more and more bandwidth, in
order to improve data transfer rates, it is advisable that 1 OOBaseT Ethernet or.
Fast Ethernet as it is more commonly referred to, which operates at 100Mbps,be
installed as standard. This will require investing in more expensive NICs and
Hubs in order to deal with the higher specifications.
If the school already has a lOBaseT network, integrating 100BaseT nodes or
segments poses no great problem, as 10/100Mbps autosensing hubs will
overcome the difference in transfer rates.
Whichever system is chosen, cabling, using Category5 UTP, will be the same.
This is discussed in more detail in Chapter 9.

In summary, for reasons of cost, flexibility and simplicity, it is to be recommended
that any primary school wishing to network computers should choose Ethernet. If cost
is the principal consideration, lOBaseT is the most appropriate option. Alternatively,
if the schools priorities lie in the area ofperformance. Fast Ethernet is to be
recommended.

-
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Modem Ethernet networks are implemented in a Star topology. In a “hard
wired”network, this approach involves all computers attached to the network being
connected directly to a central hub via a networking cable.

Figure 5.2

5.L2 Cabling
Outside of Radio, Lazer and Satellite systems, there are three primary types of cabling
used today and each has its own niche in the market. These are

> Co-axial cabling
> Twisted Pair cabling
> Fibre-Optic

Which type or combination of cabling is used, depends on the specific type of
network being installed. Computers can also communicate using Radio Frequency,
lazers and even Microwaves but these forms of transmission media are not of concern,
at this stage. These transmission media are discussed in some detail in Chapter 1 l.For
a primary school LAN, fibre optic cabling is not an economic or logical option at the
present time.

In practice, when one talks of transmission media in LANs, one is referring to the
physical “wire”. Wire is a popular choice for LANs because it is cheap and, once
properly installed, reliable and fault free. Copper wire is the medium of choice
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on small to medium sized LANs, due to its low resistance to electro magnetic
interference and to its ease of installation. To minimise interference of this sort,
network engineers use either Twisted Pair or Co-Axial cables in most LANs.
Twisted Pair cable is found in every home and commonly known as telephone wire. It
consists of two insulated copper wires, twisted together to prevent interference. An
example of CATS UTP which is comprised of four pairs of colour coded wires, is
contained in the following diagram:

Figure 5.2

The more twists per foot, the more protection from interference that is assured.
Consequently, this cabling is graded and categorised according to the number of
twists per standard unit of measurement. Category 5, Unshielded Twisted Pair
(CatSUTP) cable is common on today’s LANs.More recently, two new grades of UTP
cable have come on the market, offering even higher bandwidth and transfer rates.
These are enhancedCatS (e) UTP and Cat6 UTP.Both these cabling technologies are
presently capable of offering much higher bandwidths than Cat5 UTP and will offer
Gigabit Ethernet (lOOOBASE-T) in the near future. Category 7 UTP is currently in
development and will be capable of even higher transfer rates when is comes on the
market.
Co-Axial cable is also in widespread use and, more often referred to as TV cable, it
consists of a single insulated copper core uniformly wrapped in a wire mesh to

39

-

-

Chapter 5

prevent interference and coated, on the outside, in plastic. The following diagram
illustrates a cross section of co-axial cable:

Figure 5.3

Protective
plastic
covering

Fibre Optic Cable
This is by far the most efficient transmission available but also the most expensive. As
it is not affected by any interference due to it’s glass or plastic core, it is generally
used for high speed backbones. It can be implemented in the same manner as UTP
using a central hub in a star topology and can offer speeds in Gigabits per second.
Furthermore, unlike UTP in which segments are limited to 100 metres. Fibre Optic
cable can be used to implement segments up to 2 Km.

To summarise, it is recommended, from a cost perspective, that schools use Cat5
UPT.This type of cable is capable of transmission speeds of 10Mbps to 100Mbps on
segment runs of up to 100 metres, depending on the type ofNetwork Interface Card
installed on the machines and the specifications of the network devices being used.
For these reasons, it is versatile, efficient and easy to install.

5,1,3 Network Devices
For a primary school LAN, the number of network devices that will be required, other
than the computers to be networked is minimal. At the low-cost end, there may not be
any need for these devices other than the Network Interface Cards for each computer.
However, an adequate school LAN will require the purchase and one or more
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unmanaged hubs to interconnect these machines and any further sophistication will
necessitate the purchase of a router and possibly a managed hub. In any case, it is
reassuring to know that prices for these devices have come down considerably in
Recent years and the cost of basic hubs and ISDN routers should not cause too much
pain to the primary school’s finances. A more extensive breakdown of cost for these
and other devices is given in Appendix B at the end of this thesis.

5,1,4 Operating system
Fortunately, if the choice is that of a Peer to Peer network there is no need to purchase
a proprietary Network Operating System because Microsoft Windows 95,Windows
98 or Windows 2000 can all function as Network Operating Systems in
themselves.However, all client/server based systems require the purchase of a
NOS.This is the software that
runs on the server, which defines how resources are shared over the network and also
defines the environment in which data, files and programs are stored in a central and
secure manner.
Outside of Unix based systems, two companies’ Network Operating systems dominate
the market today. These are Novell’s Netware and Microsoft’s NT Server or its newly
released Windows 2000 Server.
Novell NetWare is reputedly the finest of the commercial Network Operating Systems
and is priced accordingly. The Netware Operating System is used almost exclusively
in large organisations that handle huge volumes of data. The system excels as a file
server as opposed to an application server. Furthermore, it is extremely stable and
once configured properly, it will operate efficiently over time.
Microsoft NT Server has in recent years begun to challenge Netware’s dominance of
the market .It offers file and print services and its main marketing strategy is that it
excels as an application server. NT server is relatively easy to configure and it comes
With an easy to follow Graphical User Interface for ease of use. It is also priced
relatively cheaply and Educational Institutions can avail of a special discount. For all
of these reasons, it is an obvious choice for the Primary School. A more detailed
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analysis of how Microsoft NT Server is installed and configured is to be found in
Chapter 9
Microsoft Windows 2000 Server is the latest network Operating System on the
market. It promises improved file serving abilities and an easy to configure system
set-up.

5.1.5 Server Hardware
The novice network developer is faced with a dilemma here. Does one opt for a
commercial network server or choose to use a server class computer? A network
server is a dedicated device on the network that performs specific server functions
only. A server-class computer, on the other hand, performs these functions in a
limited way but may function as a desktop PC also. If cost is not a problem, it is
always advisable to use a proprietary server. However, these can prove extremely
expensive, even for low-end models. It is much more likely that schools will
be operating on tight budgets and as such will have to opt for using a server class
computer to act as network server.
It is important to remember the following points when selecting a computer to act as a
network server:

RAMM is vital to choose a computer with adequate memory. If the best
computer in the school has 64Mb of RAM, it is advised to upgrade to 128 Mb
of RAM.This will reflect in the speed of the overall network and prove money
well spent.
Storage:\f at all possible, it is recommended that the server class computer
have the largest hard drive available. Once the network is up and running, it’s
storage device will fill up with files and data at an amazing rate. The key then
is to manage this space for maximum efficience and to ensure that further
expense will not be incurred in another upgrade.
Power.OnQ feature that is often overlooked when setting up a network for the
first time is that of power failure. If the server is without power, the entire.
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network is inoperable. Consequently it is very important that the server is
protected from power failure at all times. This can be done at no great cost by
connecting it to a device called an Uninterrupted Power Supply unit (UPS)
Within the UPS unit there is a battery, which is activated to provide adequate
power for the server until normal supply is restored.

NB:It is also important to site the wall mounted network connection box close
to the available power supply sockets in each classroom

Location: Wherever possible the server should be located in the office or
secure room in the school to prevent unauthorised interference. Granted, this
may not be possible in many primary schools. However, at the very least,
consideration should be given to providing a basic level of security to the
classroom in which it is located.

5. /. 6 Internet Connectivity
In any school, it is important that, once the basic network is up and running, teaching
staff and children have access to the Internet. At the low end of the market,
connectivity can mean just a single computer on the network communicating with the
outside world by means of a 56k modem. However, it is highly desirable to have
adequate access for all computers on the network. A key question needs to be
addressed here in relation to the type of connection to be used.

Type of connection
At present, depending on the particular networking solution that has been
implemented, there are several options available to the school. In general terms, these
fall into four categories.
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> PSDN
> ISDN
> Leased Line
> ASDL

Each of these options has a number of advantages and disadvantages associated with
them and must be judged on the particular needs of each individual school.

Public Switched Telephone Network (PSTN)
PSDN is, as the term suggests, the Telephone Network and this option holds low cost
connectivity advantages for the primary school. In the first place, all schools have
access to the network and little if any extra wiring will be involved. Secondly,
Telecom
Eireann have provided a separate free line to each school specifically for this purpose,
under the Information Age Schools initiative. As a result, use of this line will not
impinge on incoming and outgoing voice calls on the normal school telephone line.
This method of connectivity, however, holds serious limitations in relation to speed of
transfer and shared access.
Firstly, the telephone network was designed to carry analogue signals and not the
digital signal that computers use to communicate. A modem is used to convert data to
be transferred, from the digital format the computer uses to the analogue format that
the telephone system uses and vice versa. As a result there is an inherent loss both in
speed and reliability to the data that is being carried over the network.
PSTN has a speed limitation imposed on it by the technology used in telephone
exchanges. In the US and North America this limit is 56Kbps,while in Europe it
operates at 64Kbps.However,as modems are manufactured for the worldwide
Market, 56Kbps, as the lowest common denominator, is the maximum speed those
computers can communicate using the PSTN system. In reality, it is rare that any
communication over the telephone network, will operate at the theoretical maximum
rate of 56Kbps.For one thing, the maximum upload speed will never be more than
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33Kbps and because modems are analogue devices, any electronic noise on the line
will result in much lower download speeds, as well as packet loss.
However, as PSTN is provided as the default solution to primary and secondary
schools in the Republic of Ireland, for many it may be cheapest and most
straightforward way of connecting to the Internet, despite its limitations.

Integrated Services Digital Network (ISDN)
Telecom Eireann has gone to great lengths over the past number of years to publicise
the fact that it now has the most up-to-date digital network in place in the whole of
Europe. If this is so, one may ask why is all communication over its network
system* is not digital. In actual fact, the core of the Telecom Eireann network is
effectively wholly digital. For simplification purposes, a comparison can be made
with the road network in this case. Consider our national primary route network made
up of National routes and motorways (which is like Telecom Eireann's digital core
network) and we also have a network of smaller roads to access them (which is like
the Telecom Eireann access network - the telephone lines provided to every single
customer).
Digital telecommunications offer better quality, faster switching and advanced
services, and customers receive most of the benefits of these even on the PSTN.
However, to achieve the maximum benefit, it is necessary to bring the digital
capability directly into school buildings. This service is what is referred to as ISDN.
ISDN uses an existing customer line to carry 144 Kbps to the local exchange - this is
broken up into two 64Kbps data channels (which can carry voice or computer
communications or both) and one 16Kbps signalling channel (which controls the
connection to the network). As a result, it can be considered as two separate”
telephone lines" to the telephone exchange. Telecom are now offering a faster
connection with ISDN 2 which can offer even higher transfer rates at, of course,
greater cost to the user.
The advantages of ISDN are increased quality and reliability, support of applications
such as videoconferencing and faster data transfer rates. The disadvantages include
cost (ISDN is more expensive to install and rent, but the cost for a call is the same as
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PSTN), and complexity. The complexity becomes particularly acute if you have to
interface a LAN with the ISDN line, as there are a number of possible solutions based
on router or server technology. This is discussed in more detail in Chapter 8.

S.Leased Lines
This technology is best suited to institutions such as colleges and universities which
require dedicated, high speed access to the Internet on a round the clock basis. It
provides connection speeds of 64Kbps and increments of 64Kbps up to a maximum of
2Mbps. While highly suited to these types of institutions; they have little if any
practical benefits for the primary school, as the cost of the service is prohibitive.
4.Asymetric Digital Subscriber Line (ASDL)
This method of connectivity can be seen as a combination of both ISDN and Leased
Line technology, which is ideally suited for Internet type applications. It allows very
high-speed access to the Internet and other services such as video on demand, and will
also provide "always on" connection.
The technology works on the basis that the data rate from the user is low compared to
that from the network. For example, the amount of data sent to represent a mouse
click or short text is very small, whereas the amount of data received in the form of a
Web page containing a lot of graphics is much larger. While the technology is still
developing, it is already achieving "downstream" data rates of up to SMbps.Like the
Leased Line connectivity option, it does not have a practical benefit for the primary
school.
In summary, schools have two practical options when connecting their network to the
Internet. They can either opt for the cost effective PSTN method with its inherent
limitations as regards reliability and transfer rates or they may place a higher
weighting on these variables and select ISDN at the greater cost. It is also worth
noting that NOTE will consider providing free ISDN lines to schools that can make a
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plausible argument in their favour. For example, schools involved in School’s
Integration Projects (SIP) which involve high Internet use, or schools which can
validly prove themselves to be centres of excellence in Information Technology have
in the past been granted ISDN lines free of charge.

5,1.7 Security
One of the greatest challenges for the school network manager in setting up a network
with internet connectivity, is ensuring that sensitive data inside the network is not
subject to unauthorised access or attack from outside or inside the LAN.Likewise, it is
also incumbent on school authorities that children do not have access to objectionable
material from inside the school LAN.

A. External Security
Over the past decade, schools in common with businesses have come to increasingly
rely on the computer as a means of storing data. Pupil profiles, psychological reports
and financial statements are now commonly filed digitally within the school LAN. As
a consequence, it can potentially be accessed from outside by someone with the
technical expertise to do so. It is incumbent on schools, therefore, to protect this data.
A firewall is a combination of hardware and software, which has been developed to
protect the integrity of data within a network. Essentially, it throws a cordon of
security around the LAN, thereby ensuring that outside interference is minimised. The
level of security that is required will be determined, of course, by the sensitivity of
the data to be protected. High-level firewall software can prove expensive and require
a high standard of technical expertise to manage and configure properly.
At the very least, however, firewall software should allow the school network
manager to specify which incoming IP addresses gain access to the internal school
LAN. It does this by examining the headers of incoming IP packets for source
addresses and filtering them according to pre-configured access lists. At a more
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advanced level, network managers may have the facility to control different types of
access that the user might have.Many small LANs are connected to the Internet by
means of a single Access Router. This router is usually the only interface between the
internal Network, which needs to be protected and the Internet. Most routers now
come with specially configured firewall software with built in packet-filtering
capabilities. The greatest advantage of packet filtering is that the entire process is
completely transparent to the users within the LAN. Neither the source nor the
destination needs to be aware of the packet filtering firewall that exists between them.
This topic is discussed in more detail in Chapter 8.

B.Internal Security
As well as protecting the network from outside interference, school network managers
also have a duty to secure the internal LAN. This involves putting measures in place
to protect the students from accessing unsuitable material on the Internet and
protecting sensitive data stored on the schools administrative files.

1.Protection of the Students
Anyone familiar with the expanse of information available on the World Wide Web
will be aware of how easy it is to access controversial material. Concerned educators
must make themselves aware of the pitfalls of Web access for children and formulate
policies and rules for preventing problems in this area before they arise.
However, at the outset it is important to realise that, in general, most children will not
come across objectionable content accidentally while browsing for Educational
Material. This is generally encountered only if the user is specifically looking for it. In
any case, all schools are advised to develop clear and unambiguous policy documents
in relation to student use of the Internet and also to put in place strategies that will
prevent unsuitable material being accessed from the school. On a more practical level
there are a number of strategies that the LAN manager can adopt to help implement
proper Internet access standards for the school.
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Proxy server software allows the network manager to control access to the Internet.
The software, which is installed on the Server, can be configured to filter sites
Containing objectionable material, such as Web, Gopher and FTP sites. Most proxies
also offer a caching service which allows recently accessed web pages to be stored
locally for future availability and thus limiting the need for excess on -line connection
to the Internet.
However, it must be stated that none of these strategies are foolproof Children will
occasionally come across unsuitable web sites if allowed to browse the Web whether
from the school LAN or from the home. The best advice is to restrict access and never
allow unsupervised browsing for the Primary school student.

2. Protection of Restricted Data
Just as sensitive data needs to be protected from outside interference, there is also the
possibility that it may be accessed from inside the LAN by users without the proper
authority. This is prevented by correctly configuring the LAN operating system so
that each user has a clearly defined set of permissions. Microsoft NT Server provides
this facility by means of specifying User domains for which authorities can be
defined.

Summary
To summarise, it is important that sensitive information stored on the LAN is
protected from interference and unauthorised viewing from both inside and outside
the network. There are a number of measures that network managers can adopt in
order to secure the network such as firewalling. Network Operating systems also
allow the facility to control access to the LAN by means of restricted user accounts.
Finally, the children themselves must be protectedfrom accessing sites on the Internet
that contain objectionable material, there are a number of strategies that Network
manafers may implement to prevent this occurrence, such as Browser controlling
software and the use ofproprietory filtering software such as NetNanny.
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Pre-Implementation

6.1 Three basic skills to be mastered
Regardless of which type of network one wishes to install, there are two basic skills,
which must first be mastered. Firstly, a Network Interface Card needs to be installed
in each machine and having accomplished this, cable connectors and wall plates will
have to be installed in each classroom and office to be wired.

6,LI Installing an NIC
To begin with, a Network Interface Card must be installed in each machine. This is a
relatively easy task, requiring only the use of a Philips crosshead screwdriver to
Remove the blanking plate at the back of the PC casing and inserting the NIC into the
vacant ISA slot. The following is an example of a proprietary 10Mbps NIC.

Figure 6.1

It is recommended that branded cards such as 3COM and Intel are used for the novice
network designer. This work should only be done having switched
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Off the PC to begin with. Even so, it is important that basic anti-static precautions are
taken when performing any task within the casing. Anti-static straps are available in
all computer and electrical shops at little cost.
Having installed the NIC, one should then boot the PC and the Windows Operating
system should detect the new hardware. It will then ask for the floppy disk that comes
with the NIC, so that the relevant device driver can be installed. It is also advisable to
have the Operating System installation disk at hand as the set-up program will
occasionally need to install files from this disk.
Having completed the installation of the NIC, one should then check that the device is
working correctly by opening the control panel and clicking on the System icon. If
there is no yellow exclamation mark next to the Network Adapter icon under the
Hardware profile tab, it is working properly and the installation has been successful.
This process should be followed for all the machines that are intended to be connected
to the network. Figure 6.2 illustrates where the NIC should be installed on the casing:

Figure 6.2
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6A,2 Cabling
For the novice network designer, DIY cabling is probably the only area where real
savings can be made. If the cabling aspect of school network installation is
approached in a well-planned and methodical manner, most common cabling
problems can be
Avoided and the necessity and expense of contracting the work to outside agencies
will be avoided.

A. Co-Axial Cabling
One method of cabling for a Peer-to-Peer network would be to install co-axial cable
and using good quality BNC connectors and T-connectors to link each machine. Co
axial cable, as shown in example 5.3, comprises of an insulated copper core
surrounded by a braided wire mesh to minimise interference. It is commonly found in
The home as Television cable and is capable of broadband transmission due to its
high bandwidth.
The T-connector is a three -way adapter, which plugs into the BNC connector on the
NIC.It takes a steady hand and no little dexterity to install the connectors on the co
axial cable.

However, it is vitally important that this is done properly because one weak or faulty
connection can halt the entire operation. Having installed all of the T-connectors, the
cable is then run from computer to computer, providing that all computers are in the
same room. Otherwise, this process will require running cable in Box Trunking from
room to room in order to link the machines-a tedious and lengthy undertaking.
Finally, the two endpoints of the network wiring are then “plugged” with a special
device called a Terminator in order to identify the limits of the network. It is good
practice, when running cable through concealed spaces, such as under ceilings and
through wall cavities to run an equivalent length of nylon string. If the need for extra
cabling should arise at some time in the future, these strings will prove invaluable for
fishing new cable through these difficult to get at areas.
-
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The following figure illustrates how a BNC connector is assembled:

Figure 6.3

RG58 cable to next
system or Terminator

RG58 cable to next
system or Terminatcr

connect to BNC on the netcdrd

B. Twisted Pair Cabling
However, it is now recommended that Cat 5 UTP cable, which is much more reliable
and robust than Co-Axial should be used for both Peer to Peer and Client Server
network systems in Primary School LANs. It should be noted that in using Cat5 UTP
cabling for Peer to Peer networking,a Hub is required for correct implementation.

It is possible to buy ready made patch cables to connect the machines together.These
are however expensive and may not come in the appropriate lengths.A cheaper option
is to buy the Cat 5 UTP in bulk and the required number of RJ 45 Jacks.Fitting the RJ
45 jacks on the cable is a slow process and a specialised crimping tool is necessary to
punch down the eight separate colour coded wires into the proper sockets.An RJ45
jack is shown as follows:

Figure 6.4
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At this juncture, one is presented with two wiring options, EIA/TIA 568A and
EIA/TIA 568B.Although the latter is now recommended, suffice to say that the
network will
Operate equally well, irrespective of wiring scheme, provided that the same scheme is
adopted throughout.
The following diagram illustrates the colour-coded order for inserting the cable into
the RJ 45 jack.

Figure 6.5
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A more detailed and practical guide to network cabling techniques is provided in
Chapter 9.

6A, 3 Installing Wall Plates
Wall plates should be wired according to the wiring scheme adopted with the RJ45
jaeks and when complete, it is vital to test each connection with a proprietary testing
tool and label each cable separately as it enters the Hub. The label should clearly
indicate where the cable originates and the number of the PC or Hub it is connected
to. This will save a lot of time spent on troubleshooting at a later stage, should cabling
problems present themselves. This topic is discussed in Chapter 9.
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Chapter Seven
Peer to Peer Networks

7,1 Introduction
In this Chapter, three Peer-to-Peer Networking models, which are appropriate to the
Irish primary school, will be examined in detail. The decision as to which model is
chosen is dependent on cost and, of course, requirements. The following pages outline
three approaches, which provide an incremental range of functionality.
Without the added costs and the benefits, of a server and Network operating system
such as MS Windows NT Server or Novell NetWare, the advantages of the Peer-toPeer approach to networking are limited. In these models, there is no centralised
processing of information, as there would be in a file-server based network. Instead,
each computer on the network donates a percentage of its processing power to the
network. Furthermore access to shared resources will need careful management. Users
files are stored on each computers hard disk and, as a result will require that the user
sit at the same workstation in order to retrieve and update these files.
Nevertheless, whichever Peer-to-Peer route one chooses, all PCs are configured to
operate on the network in the same manner.
Note: Appendix A contains an easy to follow Step by Step guide to configuring a
computer for Peer to Peer Windows Networking When the system is up and running,
users will be able to access data and resources from any other hard disk on the
network. The resultant network is best suited to small LANs and will be
Difficult to manage properly. In any network of this type, files and data will quickly
begin to re-locate around the network due to the lack of a central storage area as there
would exist in a traditional file/server based network.

Three options present themselves at this juncture and cost and level of capability will
determine which is chosen.
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7.2 Low cost Peer-to-Peer Option
7.2,1 Physical Set-up
Having first installed the necessary NICs in the nodes to be connected to the network,
as described in Chapter 6,the available computers are daisy-chained together using
CAT5 DTP cable. All that is required is to install an NIC in each machine to be
networked and then to physically link each machine to the next. This is illustrated in
the following diagram:

Figure 7.1

7.2.2 The Software.
Fortunately, each of the Microsoft Windows operating systems can act as a Network
Operating System, albeit limited; in it’s own right. This allows file and resource
sharing with other computers running similar MS Windows desktop operating
systems. Each computer has to be configured separately and all of the work is carried
out from the Network Icon in the Control Panel.

7.2.3 Sharing of resources
If shared access to printing is required, a printer will have to be attached to one
computer on the network (Computer A in the diagram), given a distinctive name and
Configured for “sharing”
-
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Every other computer would then be set-up to send their print jobs to this “shared”
network printer. Any other peripherals, such as scanners and faxes would be set-up in
the same manner.

7,2,4 Internet Connectivity
All access to the Internet in this approach would be via the Proxy Server sharing
software on the machine connected to the modem (Computer B in the diagram). Two
major drawbacks immediately present at this point:
1. Access to the Internet is via an analogue modem with a maximum transfer
rate of 56Kbps.At best, this is a slow connection.
2. With the added load of shared access via the Proxy server, download times
will increase dramatically and cause great frustration for the students.

7.2,5 Disadvantages
It should be noted that this Peer to Peer approach will only be functional with all
attached nodes switched on and fiilly operational. Should any node break down, the
entire network will crash. Furthermore, as packets must travel through all intervening
nodes between source and destination, if the node attached to the modem should
experience problems, no machine on the network will be able to connect to the
ISP.The it holds true for PCs attached to the peripheral devices.

7,2,6 Advantages
The advantages of this implementation are, obviously, its low cost. Any school with
stand-alone PCs at present need only take into consideration the purchase of Network
Interface Cards for each machine and the CAT 5 UTP and RJ45 jacks to interconnect
them. The Proxy server software allows the school network manager to exercise
control over user’s access to the W.W.W. Furthermore, although quality of access is

-
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Low, only one account is needed to connect to the Internet via the school telephone
line.

7.3 Medium cost Peer-to-Peer Option
In this approach, the machines to be networked may be individually wired, using
CATS UTP cable to a Hub, which is located in a central area. All nodes will
communicate with each other through this central device. An unmanaged hub is
simply an electrical device, which does nothing more than repeat incoming signals to
all of the devices connected to its ports. All simple hubs contain at least one “Up link’
port for connection to other hubs or network devices such as routers.
This set-up is illustrated in the following diagram:

Figure 7.2

Although more expensive, the advantage of a Peer to Peer network implementation
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using a central hub is that the system will still operate should one or more nodes
attached to the network fail to operate.

7,3,1 Connectivity
Linking this type of network to the Internet, as in the previous model, will require the
use of a modem connected to a particular machine on the LAN. It will also involve
installing a Proxy Server on the machine with the Internet connection to share the link
between the nodes. This approach, though an improvement on the first model will still
suffer from slow transfer rates if more than one user connects to the Internet
simultaneously.

7,3,2 Disadvantages
File management will be notoriously difficult and require constant supervision.
Another major drawback of this networking approach is that, like the previous model,
if any linked node should crash, the entire network will be disrupted. Finally, sharing
resources such as printers can also have its limitations. The main problem with
sharing printers on a peer-to-peer network is that it relies on the PC, to which the
printer is connected, to be powered up. If it is not, printing is not possible. Likewise,
for the user whose PC is connected to the shared printer, memory will be used every
time a print job is requested, with a resultant loss to the amount of memory available
to the user’s application.

7,3,3, A dvantages
Nevertheless, the network will still allow basic file and resource sharing and a fault in
one node doesn’t bring down the entire network. Many schools opt for this model
when choosing a network design from a cost perspective but soon come to realise its
limitations. However, finances are never readily available in the primary school and
this may be the only realistic choice. Furthermore, this
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particular implementation is scaleable should a more sophisticated client/server model
be desirable at a later stage.

7.4 Higher cost Peer-to-Peer Option
This model is suitable for networking up to 15 computers with sharing of peripherals
and Internet access. It differs from model 2 only in the added benefit of high speed
Internet access. Here, the computers are set-up and configured in the same manner as
with the previous models.However,this implementation places greater emphasis on
connectivity.
This set-up is illustrated in the following diagram:

Figure 7.3

7,4,1 Connectivity
In order to gain acceptable data transfer rates, linking this model to the Internet will
require the addition of an ISDN phone line to the ISP and an ISDN access router to
share the connection. In this case, the Internet router is linked directly to the Hub and
will allow much higher quality shared access to the Internet than heretofore. The
setting up of a router and filtering is discussed in more detail in the next Chapter 8.
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7.4.2,Disadvantages
While allowing high quality Internet access by means of the Internet router, the
resultant network will still experience problems in relation to file and printer sharing.
ISDN and Internet charges will be expensive and the additional hardware required
will also increase set-up costs. As already stated the router will only allow very basic
firewall protection and there is no possibility of adding security such as that provided
by a Proxy Server due to the absence of a network server.
It is possible to buy commercial products such as NetServer t which are marketed as
an all in one Internet Server “in a box” and do not require the presence of a Server on
the LAN. These products can provide many of the connectivity advantages of a client
server network such as Intranet, E-Mail, Proxy Server and security firewalls but at
much greater expense. In reality it would be more cost effective to construct a full
client server implementation, with it’s added benefits, from the outset.

7.4, S.Advan tages
There are two major advantages to this implementation. Firstly, it will migrate easily
to a full Client Server network if the need should arise, as it will, in the future. All that
is required is the addition of a LAN server and a full client server operating system
such as Novell Netware.Secondly, while it will still have the limitations of poor file
and printer sharing, there will be a high quality Internet service.

Summaty
In the Peer-to-Peer networking environment, all computers attached to the network
hold equal status. All are configured to act as both Clients and Servers, thus sharing
the serving tasks. This approach has many disadvantages from both a management
and efficiency perspective. However, if cost is an important factor in deciding which
networking approach to take, this may be an option for a small school. It can rarely
provide an effective networking solution for larger schools.

t NetServer is available from http://netserver.hp.com/netserver/

61

-

-

Chapter Eight
Client Server based Networks

8.1 Introduction
In this Chapter I will introduce the concept of Client/Server and outline two
approaches to an implementation of this type as it applies to the primary school.

A File Server, as the term suggests, is normally a device or a computer, attached to
the network, which serves files to the other machines on the network. One can view a
File Server as a library or repository of information, which is needed by the network
in order to function. This information is held on the server’s storage device and
consists of the LAN’s operating system, the network’s application programs and, of
course, the various files that need to be made available to the users of the network.
The File Server may either be a dedicated computer on the network or a commercially
available product designed specifically to perform server functions.
Cost is a major factor, in choosing which type of server to use and most primary
schools would not be able to justify a commercial server such as those available from
3Com,Gateway or Intel, either from a fiscal or functional perspective. At the present
time, the most practical approach for the designer of a primary school network is to
dedicate a particular Server Class computer in the school, as the File Server.lt is
important when doing so to select a computer with a high specification. Typically, it
ought to have 128 Mb of RAM and a large hard drive on which to store the necessary
files, programs and Operating System in order for the network to function properly.
While the function of the server is to make resources available to the computers
attached to the network, any computer that makes a request for a resource is referred
to as a Client.Thus the term Client/Server based network.

-
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8.2 Low Cost Client/Server network
This model, as the title suggests consists of one or more dominant computers (The
Servers) and other dependant devices and computers, which act rather like children dependant on their parents for their every need. Unlike that of the Peer-to-Peer
network discussed in the previous section, this approach will require all the computers
to be wired directly to a central location. If the PCs are located in a computer
laboratory/room, each machine will be wired separately to a central
Hub, which is then connected to the dedicated server and running Wingate or another
application such as Windows CIS for shared access to the Internet.
Without a connection to the Internet the network will appear as in the following
diagram:

Figure 8.1

Each computer in the LAN is linked to a Hub with Cat 5 UTP cable. There is also a
link between the Hub and a printer or similar device.
Finally, one of the computers must be dedicated as a Server. This is easily
accomplished by going to the selected computer’s Control panel and opening the
System Icon. On choosing the Performance tab, one should then select the Vile system
button and specify the computer to act as a Server. From this point on the selected
computer will be known on the network as the Server and all other PCs and peripheral
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Devices will act as Clients. It is only on this Server machine that the Network O.S.
and the Proxy Server software will be loaded. All network configurations will be
carried out from this machine and the programs to be used by any client machine as
well as any
files to be stored will reside here also. It is important to remember also, that if the
Server machine is not switched on, the entire network is rendered inoperable.

8.2, L Connectivity
If Internet connectivity is required, the LAN will look similar to that in the following
diagram.

Figure 8.2
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8.3 Proxy Server Software
In this topology, the dedicated server will run a software program called Proxy Server,
which will allow access to all PCs on the network to the Internet. There are numerous
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Commercial packages available, such as Wingate t to act as Proxy Servers.Windows
98 Second Edition even comes pre-packaged with a proxy server called Internet
Connection Sharing (ICS).

8.3,LDynamic Host Configuration Protocol (DHCP)
Connection to the Internet will be via a modem to the ISP.All primary schools in the
Republic of Ireland have free access to the WWW. As a result, every time a school
computer connects with Eircom, the ISP automatically assigns the computer with an
IP address using a protocol termed DHCP.This IP address is then used by the Proxy
software loaded on the server to allow all the networked computers simultaneously
share internet access. It achieves this by automatically assigning network addresses
reserver for internal LANs and invisible to the wold outside, to each computer. When
a computer looks for Internet access, its web browser is configured to point to the
proxy running on the server machine, which then dials the connection.
All traffic is through the Proxy Server software rurming on the computer, which has
been dedicated as the server. The advantage of this is that a single IP address can be
used to serve multiple computers with Internet access. However, while the Proxy
Server will allow multiple users to access the Internet simultaneously, the quality of
each connection will be determined by the number of users sharing the allowed
bandwidth, unlike the model discussed in the next section, which allows full
bandwidth for each user by means of a Routing facility.
Most Proxy servers offer extra features such as Caching; Web filtering. Virus
scanning and Administrative services that are of great benefit to the network
Administrator.

8,3,2,Security
Most Proxies also allow Administrators to exercise control over which users have
access to the Internet and can also allow them to set access times.

t Wingate is available from

http://wingate.deerfield.com/
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This feature and the facility to allow screening of web pages for unsuitable content are
a distinct advantage for the Primary Network Administrator.The Proxy servers listed
on the previous page all offer these facilities

8,3,3. A word of warning about Proxy Servers
All Proxy Servers need to have two Internet connections. This can be facilitated either
by installing two NICs on the dedicated Server computer or by use of a single NIC
and a single NIC and a dial-up adapter. The dial-up adapter in use in most primary
schools at present is an analogue modem. However, as stated previously, some
schools are using ISDN modems as dial-up adapters. Two Internet connections are
needed in order to keep the internal LAN physically separate from the
Internet.Incoming data can then be intercepted by the proxy software and examined in
order to filter out any unwelcome threats before being passed to the internal LAN.
However, because the proxy software is directly connected to both the Internet and
the internal LAN they can be subjected to Hackers who may wish to disrupt the
Internal LAN.Thus, when selecting a Proxy server, it is vital that they provide some
basic level
of security. Don’t forget that even in the smallest primary schools more and more
confidential data is being stored on computer hard disks. Only recognised proxies,
such as Wingate and Winproxy, provide a basic level of Firewall against outside
attacks.

8.4 Optimal Client/Server Network
The two models of Networking, already discussed provide limited advantages for the
primary school in terms of efficiency and connectivity. The model discussed here,
however, is a more functional approach and, while more expensive, provides the basis
of a future proofed networking solution for the primary school. This involves setting
up the network as a client server model as Model 2 but adding to it’s value by use of a
router to access the Internet.Large modem networks use sophisticated routing devices
that manage multiple internal and external connections. These devices can easily cost
many thousands of pounds and require experienced network engineers to
-
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configure and manage them. Fortunately, due to the expansion of Information
Technology in the small office and home markets in recent years, simplified routing
devices called access routers have been agressively marketed by companies such as
3COM and Zyxel.These scaled-down devices are now available at a fraction of the
cost of commercial routers and are well within the purchasing capabilities of most
primary schools. They are an ideal solution for small LAN connectivity and are easy
to install and use.
A basic access router comes with pre-configured software and typically comes with
an ethemet port for connection to the LAN and another port that connects to the link
to the ISP.If an ISDN line is available to the school, it is recommended that a
specialised ISDN Access router be used for this purpose.

The model used in Caherleaheen National School LAN is a Zyxel 64/128k ISDN
router and ships with an integrated four-port hub for future expansion. This device
cost only £309 and is cost effective considering that the equivalent software solution
in the form of a Proxy Server may be only £25 cheaper.

Routers are devices that help networks connect efficiently and seamlessly. As
previously explained, computers communicate by passing information or data in the
form of discrete packets. A router examines each packet that arrives and makes
decisions about the best path to the destination based on information held in its
routing database. This ability to make best path decisions for each packet that enter its
NIC, translates into a faster, more efficient service. Furthermore packets then have
access to the full bandwidth with less likelihood of eollisions and the resultant loss of
data.

To connect the LAN to the Internet, the only protocol that is necessary is TCP/IP. No
other protocol is used on the Intemet.However, there are options for routing other
protocols, such as IPX which is used on Novell Netware based LANs.Most of the
mid-
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range devices offer the ability to route these protocols. However, if Netware is chosen
as the NOS for the school LAN, it is vital that the router vendor is made aware of this
before purchasing the device. It is also advisable in this instance to have the vendor
install and configure the router in situ, as it will require the assignment of IP network
addresses and IPX network numbers-a very difficult task for the novice network
installer.
The following figure illustrates the client server LAN model using an ISDN router for
Internet connectivity:

Figure:8 3

Here, all the PCs, including the server class PC and any peripheral devices, are linked
via CAT5 UTP to a central hub. The basic difference, however, between this model
and that of the previous model is the use of an ISDN router to connect to the Internet.
In this model, when a host machine wishes to send a packet over the Internet to a
remote location it forwards it to the IP address of the router interface. The router then
determines how he packet will be sent to the external destination. The addition of the
router many benefits to the resultant network. With the router, only a single ISP
account is needed for multiple users to connect to the Internet because the routing
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Software will automatically assign IP addresses and retrieve DNS IP addresses via the
network. Users will now be able to dial on demand and the full bandwidth will be
available to each user unlike the previous model, which uses a dial up proxy server
with less bandwidth for each sharing host.

8.4.1 Set-up of Router
Fortunately, most routers for small LANs come pre-configured to connect to the
Internet and are relatively easy to install.
Most small LAN ISDN access routers are shipped with factory default settings: For
example the Zyxel ISDN router ships with the following default settings:
1. IP address = 192.168.1.1, subnet mask = 255.255.255.0 (24 bits)
2. DHCP server enabled with IP pool starting from 192.168.1.33
3. Default SMT menu password = 1234
The following procedure describes the necessary steps needed to set-up a single-user
account for the school. A Windows-based wizard helps to configure the router for
Internet access. Alternatively the configuration process may be implemented by
means of the TELNET facility. Many vendors recommend this approach because if
problems should arise at a later stage, remote access to the router for troubleshooting
is by means of TELNET.

8.4.2 Security Issues for Routers
Most access routers support the following filters, which will provide firewall security
for the internal school LAN and will also allow restrictions to be set-up to prevent or
limit access to the Internet from within the LAN.
Filter for blocking FTP access to the LANfrom outside.

69

-

-

Chapter 8

It is possible that anyone can make a FTP connection over the Internet to the router. In
order to prevent outside users from connecting to the school network via FTP, the
router can be configured to block FTP connections from the Internet.
*1* Filter for blocking Web connection from the LAN
In order to avoid the outbound Web request to trigger a call to the remote web server,
a call filter can be configured to block this packet. After the call filter is applied, the
Web packet will not triggered the call to the ISP or remote node. However, when the
other packets trigger the call and the Internet connection is established, the
workstations then are able to access the Web page.
❖ Filter for blocking a specific LAN client.
In order to forbid a specific local client from triggering a call to ISP, one can
configure a call filter to block the packets from this client. After the call filter is
applied, the packet that is sent from this client would not trigger the call to the ISP or
remote node. As long as the call is triggered by the other clients and the Internet
connection is established, this workstation will be able to access the Internet or remote
node.
❖ Filter for blocking a specific MAC address.
The MAC address of the client that is to be filtered needs to be known at the outset.
This address can be provided by the NICs. If there is the LAN packet passing through
the router, it is possible to identify the MAC address from the router’s LAN packet
trace.
♦t* Filter for blocking netBIOS packets.
The netBIOS packets contain port numbers that sometimes would need to be blocked.
They are port number 137, 138 and 139 with UDP or TCP protocol. In
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addition, the netBIOS packet used to look for a remote DNS server can also trigger
the call.
Having completed the router set-up, the LAN should then be fully functional and all
that remains is to run a check on the IP settings. This is easily accomplished by
entering winipcfg in the run menu of Win 95 or Win 98.For Windows NT one must
type ipconfig.ThQ following pop-up menu should appear, which describes the IP
settings.
Figure 8.4
IP Configuration
Host InformationHosl Name [
DNS Servers P

192.168.1.1

Node Type P

Hybrid

NetBIOS Scope Id P
IP Routing Enabled f

WINS Proxy Enabled (

NetBIOS Resolution Uses DNS P
Ethernet Adapter Information

I The PCI Ethernet LAN Adapter

Adapter Address

|

00-50-BA-A3-G0-1B

IP Address

192.168.1.35

Subnet Mask

255.255.255.0

Default Gateway |

192.168.1.1

DHCP Server [

192.168.1.1

Primary WINS Server j
Secondary WINS Server j

OK

Lease Obtained |

FriApr13 01 18:11:14

Lease Expires

MonApr16 01 18:11:14

Release

Renew

R elease All

I

R enew All

These filters are, it must be understood, a very basic approach to LAN security and
will never provide the security that is necessary to protect children from unsuitable
material from within the Primary school. This can only properly be achieved by use of
a Proxy Server installed on the Server Class PC.
8.4.3 Added security
In a further extention of this model, all internal trafic that is destined for hosts outside
the LAN must be first authenticated by the Proxy before being passed to the router
and subsequently on to the Intemet.Likewise, all external traffic destined for host.
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machines on the internal LAN must first be authenticated by the router at the gatway
to the LAN.This interrogation is usually by password and by reverse look-up of the
source address. If the router is satisfied it passes the packet to the proxy sitting on the
LAN server for a more intense interrogation. If all the conditions that the network
manager is then satisfied the packet is then forwarded to the destination.

This will of course add to the cost of the school LAN but in the light of the security
issues discussed in Chapter 3,will be of vital necessity.

8.5 Printer Sharing
Sharing a printer in any Windows Operating System is a relatively simple matter once
the LAN has been installed. Most Primary schools would not have sufficient printers
available to cater for each individual classroom and one advantage of a LAN is the
facility to print to a shared Printer

8.5.1 Step 1.
Initially the printer designated for sharing must be configured from the PC to which it
is attached. This is done by navigating via Start-Settings-Printers to the Printer dialog
box. Here one should select the printer to be shared and choose Sharing. This will
open a new dialog box, which will allow the printer to be named and selected as a
Shared printer.

8.5.2 Step 2.
Now, all that remains is to go to the computer to be set-up for shared printing and
activate the Add Printer installation Wizard. One will then be prompted to choose
"Network Printer" and allow the printer configured in Step l.to be selected.
In future, all print jobs will be sent to this printer.
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8.6 Peer to Peer or Client/Server
The following items should be considered when deciding whether to invest in a Peerto-Peer network or one that is Client/Server based.

8,6,1. Size of the network
If there are less than ten machines to be networked in the school, a peer-to-peer model
may be more appropriate from a cost perspective.

8.6.2. Cost
This is probably the most important factor to be considered when deciding networking
options. Peer-to-Peer networks are by far the cheapest to imlement. However, this
may not always be the wisest long-term choice.

8,6.3.Security
This is an issue even for the smaller schools. A networked school will inevitably store
data that may be sensitive somewhere within the system. Consequently, it is important
that basic levels of security are provided. This cannot be guarranteed in a Peer-to-Peer
set-up. Basically, the level of security that is offered is only that of the Microsoft
Operating System, which is well known to be low-level. Client Server based networks
on the other hand can offer excellent security for the primary school by use of Proxy
Server software in conjunction with the network Operating System.

8.6.4.Management
This is a vital issue for the effective running of the network. Client/Server based
systems need to be managed properly and the availibility of a teacher on staff with the
necessary expertise make this model a logical choice.
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8.6.5. Teacher Expertise
If the staff using the Network have limited ICT experience, the task of managing a
Peer-to-Peer network becomes very difficult, indeed. Files will be misappropriated,
renamed or lost altogether and the network is likely to become unstable in a very short
time. It is however possible to configure Peer-to-Peer models so that they resemble
Client/Server models in some ways. This may help to alleviate problems in the short
term but can never be a good long-term solution.

8.6.6,Expansion Plans
Put simply, if it is intended to expand the network to accommodate extra computers in
the future, the Client Server networking model is the only feasable option.

8,6.7 Table of Comparison
The following table provides a summary of the issues that need to be examined when
deciding whether to implement a Peer-to-Peer or Client Server network.
Table 8.5

Issue
Management

Software and Files

Peer to Peer

Client Server

Similar to Standalone but
each node is individually
managed.
Held locally on each node

More complex but
centrally controlled with a
NOS
Held centrally with user
restrictions
Highly secure
Central hub or server
failure will stop the
network
Upper limit of 60 nodes
per server
£199.46 per Computer
Unit

Security
Robustness

Insecure
Central hub failure will
stop the network

Expandability

Upper limit of 15 nodes

Cost

£116.78 per Computer
Unit
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8.7 The Computer Lab or the Classroom
A computer laboratory is an easier maintenance set-up for the person in charge of
keeping the equipment running and allows all groups in a class to use computers at the
same time; However, a computer located in the classroom is more convenient for both
the teacher and the students. If the lab option is chosen, it will necessitate a
commitment from the teaching staff to agree to timetable the lab for their classes
during the school week.
Alternatively, networking all computers school wide can be very expensive but may
be the only alternative. One will need to consider the options—dial-up access, a
dedicated line, or some other possibility—and weigh them against the school's needs
and priorities. One may wish to investigate having one small computer lab and a few
classrooms with modem access, assuming phone lines are available. As use of the
Internet catches on, it will be more effective to create a school-wide local area
network that is routed to the Internet through a dedicated ISDN line rather than adding
extra modems and telephone lines in the classrooms.
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Implementation

9.1 School Characteristics
I work in a small primary school about 4 KM south of Tralee on the Killorglin road. I
have taught in this school since 1987 and in that time enrolments have grown so we
have been lucky to take possession of a new building in 1998. At present we have 7
staff of which I am a Teaching Principal.We have 14 PC’s of varying ages and
capabilities presently distributed about the 7 classrooms, library and office. They
function (most of the time) in a stand alone capacity, with each teacher taking
responsibility for their own quota of Machines and I try, to the best of my ability, to
perform a type of running maintenance along with my teaching and administrative
duties.
. Furthermore, most rooms don’t have a printer so the teacher has to save work to a
floppy and print it from a machine elsewhere in the building. Likewise for the
children, as they don’t have free access to the Web from their classrooms. Overall this
is an entirely unsatisfactory system.

9,LI School Background
The original school was built in 1932 and consisted of cut stone walls throughout,
with raised wooded floors. In 1997 this building was upgraded and a modem
extention added, consisting of 5 new classrooms, office, GP area and Staffroom.

What we have today is a high grade building laid out to the highest standards. Ideally
all wiring should be hidden for safety and aesthetic reasons. However, problems do
exist when it comes to wiring for two reasons:

1 .the old section of the building consists of 2’ thick walls that cannot easily be
penetrated
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2.the new building is comprised of corridors that have flat roofs and no false
celings.

For these reasons, it was not feasible to hide the wiring and as a result all wiring was
run inside plastic box trunking along the walls and celings
Electrical wiring did not pose a problem as the building was completely re-wired to
the highest standards three years ago and each classroom is provided with an ample
supply of electrical sockets.

9.2 Practical issues
Before beginning to design the network, one should have a clear sense of what is
needed to be accomplish. An important prerequisite to network design is a complete
assessment of expected functionality. Time should be set aside to think about all the
tasks that need to be undertaken and the order that these tasks are to take. Having
decided the type of network that is to be installed and the network hardware and
software that will be needed, ample time needs to be devoted to planning. Proper
planning and research will save time and money at a later stage when problems arise.
In the following sections, I document in detail the various stages involved in cabling a
school. It is important that this major task is well described as one will find that very
little is written about this area of networking, either in Networking manuals or on the
Web. This is surprising given that it will, most likely, be a highly time intensive
aspect of implementing any small LAN.Finally, I describe in detail how the network
devices are installed and I conclude with the installation of the relevant software such
as the Network Operating system and the Proxy server.
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9.2,1 School Layout and Wiring Plan

Figure 9.1

78

-

-

Chapter 9

9.3 Cabling
To begin with, a comprehensive cabling scheme needs to be developed and carefully
marked out on a floor plan of the school. This plan should indicate the location of all
hardware items and the route that each cable should take to the central hub. This is a
very important first step, as it will provide an important point of reference at all stages
of the implementation.

9,3,1.Estimating quantities
1.Cable
Most Ethernet LANs are wired in a star topology, which involves each node being
wired directly to the central hub. At the outset, it was decided to have two network
connections in each classroom. If extra PCs need to be connected at a later stage, it is
much cheaper and less tedious to buy small 4 port hubs and use these to connect to the
central hub from the classrooms.
In any case, the estimate involved accounting for two patch cables from both PCs to
the Wall socket in each classroom. It is recommended that each of these be no more
than 2 metres in length, as long trailing patch chords can be damaged. Furthermore, it
is important that, as well as measuring the floor lengths along the walls to the central
hub; one also takes the height from wall-mounted socket to ceiling into account in
both locations. It is a common mistake to omit this distance only to find out, to one’s
cost later.
CATS UTP was the communications medium of choice and this is best bought in
bulk. If two connections are planned per classroom, one should buy two boxes of
cable even if it is much more than is needed. This shall become obvious at a later
stage when the actual method of cabling is discussed.

Note: Do not under any circumstances open the box of cable. The cable comes
threaded through a plastic hole in the front of the box for ease of installation. If the
box is opened, a tangled mess will ensue.
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2 Box trunking(conduit)
Most primary schools will not be able to hide very much cable and therefore will have
to fix cable on the wall surface using box trunking. The cable is, therefore, enclosed in
either white or grey plastic box trunking for aesthetic purposes. It is well advised to
augur for at least 40% more than is needed, as there is a lot of wastage, particularly
for the novice cable installer. In any case, most vendors will readily agree to refund
any lengths that are not used.

9.3.2.Installation
Having purchased the correct quantities of cable and trunking, one can then begin the
installation.

LBox Trunking
One should remember that, whichever task is undertaken, installers should first agree
on the method to be used and then to the various responsibilities. Neither is it is
advisable that several tasks be attempted simultaneously.
To begin with, walls must be drilled in the appropriate places before the box trunking
can be installed. The cover should be stripped off the trunking and retained. The core
trunking should be screw fixed to the walls at intervals of one metre. Only when the
cabling is being laid should the outer covering strip be cut.

2. Cable
Once the trunking is installed throughout the school, the cabling can be implemented.
This requires at least three people in order to minimise installation time. To begin
with, one should take the leading cable from each box and tape them together. The
objective, at this stage, is to fish the wire successfully to the destination. There is no
need to be concerned with fitting the correct lengths in the ducting at this point. Doing
so will only cause endless frustration. Having accomplished this, one can then
measure off and cut the correct cable lengths by tracing it back to the source along the
trunking. This procedure should be followed for each room before all cables are
finally
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fixed inside the trunking. Only at this point, it should be noted, are the outer covering
strips cut to the correct lengths.

9.3.3.Cable termination
RJ45 jacks are then fitted to the destination cable ends according to the wiring scheme
given in Chapter. This can only be done properly with the correct terminating tool
and should not be attempted without it.
At this point also, the patch cables should be cut to lengths of no more than 2 Meters
and both ends terminated in the same manner. These cables will be used at a later
stage to connect the NIC on each PC to the wall sockets in each classroom.

9.3.4.Wall plate installation.
To begin with the wall-mounted boxes should be installed throughout, close to
electrical power sockets. Then, one should assemble the faceplates and terminate the
cables. Again, a specialised punch-down tool is used to correctly terminate each of the
eight separate colour coded wires into the correct channels. The advice given
previously applies and do not attempt this without the correct terminating tool.

9.3.5.Testing
Once all the cabling has been installed, one can then begin to test each individual
cable. To do this properly, one will need a proprietary cable tester and a very long
length of thin copper wire. This should be long enough to reach from the most distant
patch chord to the central hub. Firstly, each NIC should be connected to the wall
socket. Leave the other end open, as it is the individual connectors on this end that
will be tested. The copper wire is connected to the cable tester and then trailed to the
other end of the cable as it enters the central hub. Each connection point is then
separately tested. If the tester “bleeps”, a circuit has been formed and the wire is true.
If not there is a fault and the cable will have to be examined. Usually this is due to a
bad connection on either the terminating RJ45 jacks or on the connections within the
wall sockets. If not, the cable has been damaged during installation and will have to
be replaced.
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Good practice
❖ Never pull CAT5 cable with undue force.

❖ Never crush, kink, or crimp the wire.

❖ Never bend CATS wire tightly around a comer; make sure it bends gradually.

❖ Don't put so many wires in any conduits that it finishes more than three
quarters full.
❖ Never untwist the two wires in a single pair for more than 1 cm in order to
make a connection These twists are critical to cancel out interference between
the wires.

^ No mn from device to central hub may be over 100 meters long

9.4.In$tallation of network devices
In our school LAN, the only devices that needed to be installed were unmanaged hubs
and an ISDN router. All of these devices need an electrical connection and should be
placed in safe locations close to the power supply.

This central hub was placed on a shelf in the office close to the server. All incoming
cables were then connected to the ports on the hub backplane. The router was
connected to the ISDN line and then to the uplink port of the hub. Finally, all devices
were powered up. At this stage, the network is physically fully connected but not
functional. All that remains now is to install and configure the software.
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9.5.Installation of the Network Operating system (NOS)
The NOS is the software that runs on servers and defines how resources are shared on
the network. It provides the basic operating environment for the server so that it can
store data in a secure, reliable way, and satisfy requests from a large number of users
simultaneously. Each NOS on the market today relies on extremely sophisticated
multitasking, multiuser operating systems with many features designed to optimise
performance such as Access Control and Security. The NOS includes a set of tools the
network administrator uses to configure the resources on the server as well as utilities
for client computers to access those resources. At a minimum, an NOS offers file
storage and network printing services. Most Network Operating systems also offer the
ability to run other specialized network-oriented applications.
For our school LAN, Microsoft NT Server was selected mainly due to financial
considerations. Over recent years, Microsoft Windows NT Server has steadily risen to
challenge NetWare's position as the dominant NOS. It offers file and print services,
and excels as a network applications server. Microsoft offers both Server and
Workstation versions of Windows NT. While these products have many similarities,
NT Server has been optimised to operate as a high-performance network server and
includes many security features not found in NT Workstation. Windows NT uses a set
of higher-level network protocols called Server Message Block (SMB) that operates
with either NetBIOS or TCP/IP lower-level protocols. Windows NT can be easily
configured to operate in a pure TCP/IP environment.
For our school LAN, it was decided to purchase a package called Microsoft
BackOffice for Small Business designed for the networking needs of organizations
with less than 25 users. This product includes Windows NT Server, plus Microsoft
Internet Information Server for Web services, Microsoft Exchange server to support
electronic mail and Microsoft SQL server for database applications.
A Windows NT network uses the Domains concept to tie the network together.
Multiple computers can be part of a domain, and multiple domains can exist on a
network. While Microsoft's domain system is generally considered less advanced than
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Novell's NDS architecture, it is certainly adequate for the needs of a small school or
business network. NT servers are relatively easy to set up and administer. Any
advanced user proficient with Windows 95 or with NT Workstation should be able to
learn the basics of NT server with a little bit of effort. All the tools for managing an
NT server are easy-to-use graphical applications.

9.5.1 Stages of installing Windows NT Server:
First Steps
> Having started the machine, insert the CD-Rom and wait for it to auto-boot.
To begin, one must accepted the Licence agreement by pressing F8 to
continue.
> Having detected the PC’s hardware configuration, the first screen asks for a
choice of Keyboard Layout.I chose Irish.
> The next stage is to create a partition in the hard disk, by pressing C
>

Continue to delete all partitions until there is just one large unpartitioned
space (4GB = 4096 MB).

> Create a new partition here, by pressing the Enter key.
> Now format this space by selecting Format partition using NTFS -this will set
up the C Drive to take NT.
> Next, choose the default directory AVINNT
> Now the setup program will examine the HDD for errors and when completed
it will copy the files to the HDD.
> At this stage, take out the set-up disk and re-start the machine. Gateway
machines are prone to problems at this stage.
> Having re-started, one is prompted to put the CD-ROM in the tray again
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Initial Configuration
One is then prompted for an Admin ID and Password, I chose the following:
Figure 9.2
Name:

Administrator

Orginisation:

Caherleaheen

No of Users:

14

No per seat:

I per Seat

Server Name:

Server

Password:

Donal

Now, it is advisable to choose to create an emergency disk in case of problems at a
later stage and the PC will not boot.
Choose the Components one wishes to install. In my case, I chose all of the
components on the list, as I was not sure which components to omit.

Installing Windows NT networking
Having chosen the Wired to the Network option, the next stage is installing and
configuring the NIC.
One needs to re-insert the System CD for the machine and then point to the correct
network adapter. In our school, it was as follows:

D: misc/netcrd/3comxl

Having located the NIC card driver, re-insert the set-up CD and continue to the
Protocol configuration set-up. Here, choose the default TCP/IP and IPX/SPX and say
yes to the DHCP server on the network.
The final stage in the NOS configuration and installation is to specify the computer
name and Domain name.
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Im my school it was as follows:

Computer Name: SERVER
Domain Name: CAHERLEAHEEN

To end the set-up, click FINISH, take the Default services offered and specify the date
and time.
For changes to take place, re-boot the machine for the last time.
Accounts and permissions
On re-boot, our final task is to open user manager for domans and set-up accounts,
relevant groups and specify user and group rights and authorities. We do this as
follows:
Start -Programs-Adminisrative Tools-User Manager

The User Manager then allows us to set-up users and domains as desired. I decided to
set-up a single domain with several teacher accounts. For reasons of Internet security,
I decided not to allocate individual accounts to the children at this stage as a means of
bypassing the network Logon at startup was quickly discovered by the senior classes.
It was found that one could cancel at the Logon and have full access to the router and
the Internet.

9,5,6 Added security
A.Poledit
To avoid the aforementioned problem, it was decided to implement a program which
forces a user to logon to the server, called poledit. This program is only to be found on
the Windows Operating system CD of the client machine and is not installed by
default at the original set-up. To locate the program, one needs to insert the OS CD
(win95 or win98) and navigate via windows-tools-reskit to poledit. Having selected
this file, double click and select poledit.inf This will start the installation
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which takes only a few seconds. One can then find the program in Accessories under
System Tools.On opening the program choose file and open register. Select local
computer and navigate to windows system. Open logon and, at this point, one can tick
the relevant checkbox and close the program. From then on, all users will be denied
access to the network without a valid username and password.

B. Proxy Server
Once the network is up and running, the Proxy server needs to be installed and
configured for each client machine. It is good practice on a small LAN to configure
the server machine as the gateway to the Intemet.From then on, all traffic from the
client PCs will be firstly directed through this machine which will dial up Internet
Connections on their behalf, based on proper permissions. To accomplish, this there
are two main tasks to be performed:

1.Server machine set-up
2. Client machine set-up

l.Server machine set-up
First, install the Proxy Server software on the server as per the manafacturers
instructions. After the program runs it’s diagnostics of the system, it will most likely
ask for confirmation as to whether the PC is to act as Client or Server on the
LAN. Select Server and the Proxy software installation program will then check if the
proper TCP/IP bindings to the dial-up adapter and the NIC have been inserted. If so,
all that remains is to select “connection through Dial-up adapter” from the Tools drop
down menu. Now the gateway will have been properly configured.
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I.Client machine set-up
There is no need to install The Proxy software on client machines. Instead, specific
network settings must be configured on each client machine to point to the Internet
gateway when an external network connection is needed.
To do this on each machine, one must navigate to the Network Neighborhood
Properties and Click on the TCP/IP bound to the network card, and open its
Properties button. On the "Gateway" tab, and in the "New Gateway" field, enter the IP
address of the Internet gateway machine. If unsure of this, one can go back to the
server PC and type ipconfig on the run command.this will bring up a dialogue box
with the appropriate IP address.
Having entered the proper IP address of the gateway, click on the "DNS" tab and
enter a hostname for the client computer. This will have already been configured
when the network was set up. In the "DNS Server Search Order" field, again enter the
IP address of the Internet gateway machine, and click "Add". This forces the Internet
browser to point to the gateway when an Internet request is made from that specific
machine. This
procedure will have to be followed for all client machines before the network is
properly configured for Proxy server Internet access.

C.Childlock
It is also possible to control the times and opportunities that children have access to
the Web and only allow access under supervision. Additional software, such as
“Childlock” twas also installed in order to fully secure the LAN.Finally, commercial
software products, such as NetNanny are widely available which will filter unsuitable
material.

tChildlock is available from www.childlock.com
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Cost Models

10.1 Cost Models
As we have seen, from the three models developed in the previous chapter, each
successive model presents an expansion of the features and capabilities that are
available in the lower models. As the model increases in functionality, the costs to
implement the model increase as well.
Most schools will begin their connection to a data communications network with a
simple, low-cost configuration such as a Peer-to-Peer network implementation. As the
school builds expertise and develops a need for greater capability, it will upgrade to a
higher level of connectivity. However, not until the school acquires an infrastructure
similar to the third model is it able to take advantage of multimedia educational
services.

10,1,1, Cost Areas
In this category, it will be assumed that schools have already accumulated a stock of
multimedia PCs from funds allocated by NCTE and consequently, it is not proposed
to include costs for purchasing new PCs as part of the LAN set-up.

Hardware
This cost area involves perhaps the greatest financial for schools about to embark on
networking their computers. It will involve the purchase of Hubs, Routers, NICs and
possibly memory chips and hard disks for the Server Class PC.

Software
Depending on the type of network the school has chosen to implement, costs will
vary, if a school has chosen to Peer-to-Peer approach costs for an Operating System
will not apply as Windows ships with a limited network O.S. that will suffice.
However, if the school decides on either of the Client/Server models, costs will
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increase significantly depending on which O.S. is selected. The two most popular
systems are Microsoft N.T. Server and Novell’s Netware.
Both of these systems are available at reduced prices for Educational Establishments
and it is strongly recommended that schools avail of the significant discounts
available.
Another area of cost in these models is the purchase of Proxy Server software to add
value to the LAN.

Labour
At present labour costs vary depending on which part of the country the school is
located. Cabling and wiring will account for most of the labour costs for installing a
school network. Fortunately, this is an area that teachers and parents can co-operate
and do the work themselves and in the process make substantial savings.

10.2 Cost Comparison of Models
Here three models of networking that are appropriate to the Primary school are
compared from a cost perspective. For clarity of comparrison, prices are given as unit
costings per machine to be networked. It must be stated also that these costings are
valid at the time of writing and may well fluctuate in the future.

Model liPeer to Peer with Hub
Table 10.1
Cost Area

Cost per PC

Hardware

£84.64

Software

£0.00

Labour

£32.14
Total £116.78
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Model 2: File/Server with Proxy Server Software
Table 10.2
Cost Area

Cost per PC

Hardware

£93.85

Software

£51.75

Labour

£32.14
Total £177.74

Model 3 File/Server with Router and Proxy Server Software
Table 10.3
Cost Area

Cost per PC

Hardware

£115.57

Software

£51.75

Labour

£32.14
Total £199.46

10.3 Summary
From these unit costings, it is apparent that there is a substantial difference between
the cost to implement a Peer to Peer network and that which is File Server based. If
finances are not readily available, it may be advisable to implement a Peer-to-Peer
model that can migrate to a full Client Server network in the future. It is also evident
from these costings that there is little difference between a basic Client Server
implementation and the higher efficiency model. If at all possible schools should opt
for this implementation and perhaps consider a scaled down network of this type to
compensate for the extra costs involved.
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Chapter Eleven
Wireless Networks

11.1 Introduction
Wireless communication is a common facet of life today. The TV remote control,
mobile phones and remote car locking devices are commonplace. They provide us
with a flexibility and mobility that was unthinkable twenty years ago. Until recently,
LAN design was hindered by the restrictions of the physical wire. Today, this is no
longer the case.
Unbounded LANs, more commonly referred to as Wireless LANs, are fast becoming
a very popular networking option. Unbounded refers to the fact that, unlike
“wired”networks, the media used is not bound by any particular type of cable or fibre.
Wireless LAN technology has developed as a result of a particular cabling need-the
need for linking devices in areas which cannot be easily cabled such as older
buildings, trade shows or temporary sporting events. The can also be seamlessly
integrated with traditional cabling systems. Many primary schools in this country date
back to the early years of the last century, and consequently may prove difficult to
wire. For this reason, implementing a wireless communication system in whole or in
part may provide a cost effective way of solving complex and expensive cabling
problems.

While the technology has been in use for some time, it is only recently that a degree
of commonality of approach has been achieved with the publication of the IEEE
802.1 lb standard. Moreover the cost of wireless LAN technology is decreasing.
Granted, it is still more expensive than traditional wired technologies, but in certain
circumstances, it may prove more cost-effective in the long run, eliminating the need
for complex wiring and configuration installation.

92

-

-

Chapter 11

11.2 What are Wireless LANs?
In this section, we will look at the following examples of wireless LANs.

11,2,1 Infra-Red Transmissions
Infrared transmission is characterised by the use of an infrared radiation signal to send
data from one device to another on the network. The signal is made up of Radiation,
which is part of the magnetic spectrum and has a wavelength shorter than visible light.
Data is transferred over the network in a modulated infrared radiation signal and is
demodulated at the receiving end. There are in fact two forms of Infrared transmission
used on LANs today. These are as follows:

Point to Point
As the title suggests, this method involves transmitting the signal from one device to
another, using carefully focused beams of radiation to transmit the signal.using a TV
remote control is an example of this type of transmission. It is sometimes
implemented on LANs when two buildings need to be linked and physical cabling is
not an option. However a number of drawbacks are attached to this method. A direct
line of sight is required between sending and receiving devices and atmospheric
conditions can degrade the signal. Transmissions over long distances of a kilometer or
more will require the use of high power lazers, which are very expensive. On the
positive side, this type of transmission method is very secure as any interception of
the signal is imediately recognised by the receiving device.

Broadcast
Broadcast Infrared transmission, on the other hand, allow a device to broadcast a
signal to several similar devices on the network. However, unlike point to point, the
signal degrades because it must be diffused over a large
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area. Typical transmission rates have been found to be no more than Imbps and as a
result this method is rarely used on LANs.

77.2.2 Radio Frequency systems
These systems, as the title suggests, use radio waves as a means of transferring data
over the network and are, by far the most reliable and popular method of Wireless
networking technology in use today.
Radio frequency range refers to the frequencies between ten Kilohertz (Khz) and one
Gigahertz (Ghz) on the Electromagnetic spectrum. The use of radio frequencies is
restricted and controlled in most countries by Government.However, certain
frequency ranges are unregulated but have restrictions imposed on them, in order to
prevent interference with other signals. In Ireland these arc to be found between -Mhz
and -Mhz.

Low-power, single frequency
These types of transmissions are restricted to a single frequency level and, as the title
suggests, use low power. Consequently, their viable range is limited to at most thirty
metres. Because they are low power transmission they are very susceptible to
electromagnetic interference from devices such as motors in the signal path.

High-power, single frequency
These transmissions are much the same as Low power, except that much greater
distanced can be covered with a viable signal. These transmissions are more
applicable to large WANs as the signal can cover entire continents by being bounced
off the atmosphere.
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Spread Spectrum
Today, however most wireless LANs use a transmission technique, known as Spread
Spectrum,This communication technology uses the same frequencies as both forms of
single frequency transmissions already discussed. However, they differ in that Spread
spectrum transmissions use several frequencies at the same time, instead of just one. It
dates back to the 1940’s when it was first developed by the U.S.Military because of its
security and its immunity to jamming.Because of this and other technical advantages,
such as higher spectrum utilisation, these techniques have been used in the
development of cellular phone communications systems and Global Positioning
systems. This technique is now a standard in the implementations of a wireless LAN
as recommended by IEEE 802.1 lb.
A spread spectrum signal is generated by moduating a signal so that the bandwidth is
much larger than that of the original signal. The modulated signal therefore occupies a
wider spectrum than the original unmodulated signal and his new signal appears to be
random and unrelated to the original data. Furthermore, the power required to transmit
the signal is infinitely lower than it would be in using non-spread spectrum techniques
and consequently, the signal is very difficult to detect. These properties make spread
spectrum transmision technology a popular choice for use in modem LANs.Spread
spectum transmissions are classified according to the manner in which the original
data is modulated and there are wo widely used techniques employed to achieve
viable transmission. These are described as follows:

1.Frequency Hopping
In this technique, the signal “hops” from one frequency to another within a particular
band, in a pseudo random order, which eventually repeats itself In order for this
technique to be successful, the receiver must match the
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transmitter’s “hops” exactly. Consequently, synchronisation is vital. Without it, the
spread spectrum will appear as noise at the receiver end.

2.Direct Sequence

This technique involves breaking the original binary sequence to be transmitted into
uniform pulses called “chips”. Each one in the sequence to be transmitted I converted
to a new pre-determined series of ones and zeros and each zero is converted to the
inverted sequence. These chips are then transmitted on separate frequencies.

11.3 How are wireless LANs implemented?
Ethernet LANs communicate according to a five-layered reference model. These
layers are illustrated in the following figure:
Figure 11.1
Sender

Receiver

Wireless LANs use the same protocols as wired LANs from the network layer up. It is
only at the Physical layer and the Network Interface layer of the protocol stack that
they differ. At the physical layer.the Wirless NIC installed on the transmitting device
accepts data from the link layer directly above, scrambles it using one of the methods
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already described and then transmits in a modulated signal.The purpose of the
Network Interface layer is to control access to the transmission medium and so
prevent congestion and collisions.WLANs use Carrier Sense Multiple Action with
Collision Avoidance(CSMA/CA),which is much slower than the Carrier Sense
Multiple Action with Collision Detection(CSMA/CD) used in Ethernet LANs.Most
wireless LANs are carriers-sense-multiple-access with collision avoidance
(CSMA/CA).Therefore,WLANs are not at the present time,as efficient as their
Ethernet cousins.

In primary school environments, it is highly unlikely that the network will be
composed of an entirely wireless transmission medium. It is much more likely that
wireless devices will be integrated with the existing wired network in order to
overcome some physical wiring difficulty. In such cases, one needs an access point
that can seamlessly bridge the WLAN to the wired LAN. This can be easily
accomplished in most schools with the use of special software installed on a machine
that has both a wireless NIC and a wired NIC.However, for anything other than a
small LAN, a particular hardware device called an access point is required to facilitate
this transition.

11.4 Connectivity
At the present, there are many ways in which a wireless node can be connected to an
existing school LAN.However, taking cost and ease of installation into account, the
list can quickly be reduced to the following two choices.
1. Via an Ethernet Bridge
I.ViatheNICs
Both these different methods of integration yield different benefits and different costs.
However, the choice will depend on the particular situation that is encountered in the
school.
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1L4,1, Connection Via an Ethernet Bridge,
Installing the NIC
This method involves installing the wireless NIC in the wireless node to be connected
to the network. These NICs are much more expensive than their wired cousins,
sometimes costing up to four times as much. It is advisable to buy branded NICs such
as those manufactured by 3COM,ZOOM or Intel because drivers are readily available
for these cards within the Windows Operating System and they are easy to set up. The
may cost up to £95 each for PC card versions. However, when the cost of hard wiring
is taken into account as an alternative, the cost will seem small by comparison.
The wireless NIC is illustrated in the following photograph. Notice the tabletop
antenna, which is attached to the card on the right:
Figure 11.2
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Connecting to the Network
This is accomplished by means of a Wireless Ethernet Bridge, which plugs into the
existing hub of the wired network. This device will “bridge” the wireless transmission
from the Antenna shown above, to the wired LAN.The bridge allows the wireless
machine to “talk” to the hub and by extension to the entire network. Traffic between
the wireless machine is merged seamlessly with the existing network and the wireless
machine has the same advantages as any of the other machines. There will be a loss in
transmission rate to the wireless computer; however, as at present, this method offers
at best 2 Mbps compared with 10/100 Mbps on hard-wired LANs.In any case, the
amount of traffic on a Primary school network will be such that no noticeable
difference will be apparent.

The main manafacturers of wireless bridges are Zoom and Proxim and they do not
come cheap. Schools opting for this connection method should be prepared to pay up
to £350 for the device. The advantage, however, is that both companies offer easy to
configure devices. The following diagram illustrates a wireless connection of this
type:
The following figure illustrates how a basic wireless LAN is set-up:

Figure 11.3
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11,4,2. Connection Via NICs
This approach involves installing both a wired NIC and a wireless NIC in the same
computer attached to the network.and setting up the machine so that both NICs can
talk to each other. While it is the cheaper of the two methods described, the
disadvantage is that configuration is complex and not always a satisfying exercise for
the novice. However, from a cost perspective it is appealing

Advantages and Disadvantages.
On the positive side, adding a wireless node to an existing network where no other
practical alternatives exist, can prove cost effective and easy to install. However,
traffic on the wireless link will be considerably slower, if the wireless node happens to
be a laptop, the PC cards tend to drain the battery very quickly, thus reducing battery
life.

Summary

Wireless networking is a relatively new development in the Primary school
LAN. There are examples of where schools have implemented a completely unbounded
LAN but these are not common. Aside from the higher implementation costs, local
support services can be difficult to source. In practical terms, this may be a solution
for schools, which have cabling difficulties that are costly to overcome. There is very
little difficulty in bridging wireless PCs to a wired LAN at present. However, data
transfer rates are slower than they would be on a hard-wired network.
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Appendix A

Step by Step Guide for Peer to Peer set-up using M.S.Windows 98

(1) Double click on the Network Icon in the Control Panel and the following
Window will appear:

Network
Configuration

j Identification j

Access Control)

The following network components are installed:
'^1 Client for Microsoft Networks
Client for NetWare Networks
ia>3Com EtherLink III ISA (3C509/3C509b) in ISA mode
" IPX/SPX-compatible Protocol
"NetBEUI

Remove

j

Properties

|

Primary Network Logon:

~z\

Client for Microsoft Networks
File and Print Sharing..■

|

- Description--------------------------

□K

Cancel

There are three tabs at the top of the window which should be configured.On the
configuration tab,which is displayed by default,’’client for Microsoft Networks
should be selected and one should then click on the “Add” button.The following
window appears:
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Select Network Component Type
Click the type of network component you want to install;
[ Client

Add...

Adapter
Cancel

Protocol

^Service

❖ Client:
In this window select Microsoft in the left pane and Client for Microsoft
networks in the right pane.Then click OK.

Adapter
❖ If the NIC adapter has already been correctly set up,it should be
displayedOtherwise the installation process will have to be run through
again using the Add/Adapter wizard.

❖ Protocol
Choose Microsoft in the left pane and IPX/SPX in the right pane

❖ Service
Again select Microsoft in the left pane and Print haring for Microsoft
Networks in the right pane

❖ File and Printer Sharing
Click on this button and tick both tick boxes

❖ Identification
Now,click on the identification tab at the top of the window and give the
computer an unique name.The name itself does not matter,but try to use a
logical naming system such as PC 1 ,PC2 etc
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Then select a name for the workgroup.This name should be the same for all
computers on the network in order that they will recognise each
other.Consequently,take a note of this name.

❖ Access control
Click on Shared Level Access control which allows the Administrator to
supply a password for shared resources on the network.

Having re-stated the computer,configuration changes will have taken place and if each
computer has been properly configures ,as described above,double click on the
Network Neighbourhood Icon and all the computers of the new network should be
visible

(2)Sharing Resources:
It is now a simple task to organise the sharing of resourses connected to any computer
on the network.To allow access to printers for example from any machine,choose a
machine which has an attached printer click on Start,Settings and Printers.Right click
on the printer in question and select “Sharing”.This printer is now available to any
computer on the network and its icon will appear on their printer list.The same
procedure applies to scanners and any other resources.

(3)File Sharing
It is also a simple procedure to share files.Set-up the C-drive on each machine for
sharing.Again,right click on the C-Drive Icon in My Computer and select
“Sharing’This should be done on each computer

(4)Drive Mapping
Another facility which MS Windows allows is Drive Mapping,In essence this allows a
disk drive on any machine to appear and act as if it was part of the user’s
machine,thus allowing sharing of installed programs.lt is important to note here
however that it is illegal to share software over any network without a valid network
licence.

-
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Appendix B
Detailed costing for School client server network with router
Classrooms
There are at present seven classrooms each with 2 computers to be connected. A
network interface card was first installed and configured for each PC.The NIC was
then connected to a double surface mounted wall plate, containing two RJ 45 sockets,
via a short length of Cat 5 cable. Cost was as per the following table:

Table 1

Device

Number

Type

Cost per Unit

Cost per room

NIC

2

D-Link

£22.80

£45.60

Cat 5 UTP

£2.70/Metre

£54.00

White plastic

£0.66/Metre

£1.98

lO/lOOmbps
Cable

20 Metres to
office
(average)

Conduit

1(3 metres)

mini trunking
Jack

2

RJ45

£1.50

£3.00

Wall Plate

1

RJ 45 sockets

£14.06

£14.06

Total:

£118.64

Hallways
Each hallway was installed with surface mounted white conduit with firestops where
firewalls were breached. The Cat 5 UTP cable was then run from each classroom to
the Office in separate lengths. Costs were as per the following Table:

-
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Table 2

Device

Number/

Type

Unit Cost

Cost

Cats

£2.70/Metre

£189.00

£0.75

£9.00

£54

£108.00

Length
Cable

70 Metres

Fire Stops

12

Hubs

2

Edimax 8 port
hub

Total:

£306.00

Office
The final part of the physical wiring involved installing a Hub, Router and Server in
the Office.The Hub and Router were installed on shelving on the north wall of the
office, close to the ISDN connection. Costs were as per the following

Table 3

Device

Number

Type

Cost per Unit

Cost

Hub

1

Edimax 8 port

£45.00

£45.00

£305.00

£305.00

£0.66/Metre

£3.96

£128.00

£128.00

hub
Router

1 * 24 port

Zyxel
64k/128k

Conduit

6 Metres

White Plastic
mini trunking

64 Mb Sdram

1

SDRAM for
server PC

WinProxy

1

Proxy Server

£275.00

£275.00

MS NT Server

1

Operating

£450.00

£450.00

Fitting cable

£22.50 per

£450.00

and set-up

Hour

System
Labour

20 Man hours

Total:
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£1656.96

Each separate incoming cable from each of the seven classrooms, was fitted with a
suitable rj45 jack for wiring to the Hub Backplane
The Hub was in turn connected to
1.The server, which I designated as a High Performance Dell Pentium 3, fitted
with the appropriate NIC.
2. The Router
The Router, a ZyXel 10/100 ISDN access router was connected to the ISDN
line Web access.

6.6 Overall Pricing Schedule
Table 4

Location

No of Units

Cost per unit

Cost

Hallways

£306.00

1

£306.00

Classrooms

£118.64

7

£830.48

Office

£1381.96

1

£1656.96

Total Cost: £2792.44

Unit cost per Computer for model 3: £199.46
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9.7 Projected Costs For Optimal Client Server model
Classrooms
Costs would be as per the following Table:
Table 5

Device

Number

Type

Cost per Unit

Cost per room

NIC

2

D-Link

£22.80

£45.60

Cat 5 UTP

£2.7 0/Metre

£54.00

White plastic

£0.66/Metre

£1.98

lO/lOOmbps
Cable

20 Metres to
office
(average)

Conduit

1(3 metres)

mini trunking
Jack

2

RJ45

£1.50

£3.00

Wall Plate

1

RJ 45 sockets

£14.06

£14.06

Total:

£118.64

Hallways
Costs would be as per the following Table:
Table 6

Device

Number/

Type

Unit Cost

Cost

Cat 5

£2.70/Metre

£189.00

£0.75

£9.00

£54

£108.00

Length
Cable

70 Metres

Fire Stops

12

Hubs

2

Edimax 8 port
hub

Total:

- Ill -

£306.00

Office
Costs would be as per the following Table:
Table 7

Device

Number

Type

Cost per Unit

Cost

Hub

1

Edimax 8 port

£45.00

£45.00

£0.66/Metre

£3.96

£128.00

£128.00

£450.00

£450.00

hub
Conduit

6 Metres

White Plastic
mini trunking

64 Mb Sdram

1

SDRAM for
server PC

MS NT Server

1

Operating
System

WinProxy

1

Proxy Server

£275.00

£275.00

Labour

20 Man hours

Fitting cable

£22.50 per

£450.00

and set-up

Hour
Total:

£1351.96

6.6 Overall Pricing Schedule

Table 9
Location

Cost per unit

No of Units

Cost

Hallways

£306.00

1

£306.00

Classrooms

£118.64

7

£830.48

Office

£1381.96

1

£1351.96

Total Cost: £2488.44
Unit cost per Computer for model 2: £177.74
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9,8 Projected Costs For Low cost Peer-to-Peer network
Classrooms
Costs would be as per the following Table:
Table 10

Device

Number

Type

Cost per Unit

Cost per room

NIC

2

D-Link

£22.80

£45.60

Cat 5 UTP

£2.70/Metre

£54.00

White plastic

£0.66/Metre

£1.98

lO/lOOmbps
Cable

20 Metres to
office
(average)

Conduit

1(3 metres)

mini trunking
Jack

2

RJ45

£1.50

£3.00

Wall Plate

1

RJ 45 sockets

£14.06

£14.06

Total:

£118.64

Hallways
Costs would be as per the following Table:
Table 11

Device

Number/

Type

Unit Cost

Cost

Cat 5

£2.70/Metre

£189.00

£0.75

£9.00

£54

£108.00

Length
Cable

70 Metres

Fire Stops

12

Hubs

2

Edimax 8 port
hub

Total:

Office
Costs would be as per the following Table:

-
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£306.00

Table 13

Device

Number

Type

Cost per Unit

Cost

Hub

1

Edimax 8 port

£45.00

£45.00

£0.66/Metre

£3.96

Fitting cable

£22.50 per

£450.00

and set-up

Hour

hub
Conduit

6 Metres

White Plastic
mini trunking

Labour

20 Man hours

Total:

£498.96

6.6 Overall Pricing Schedule
Table 14

Location

Cost per unit

No of Units

Cost

Hallways

£306.00

1

£306.00

Classrooms

£118.64

7

£830.48

Office

£1381.96

1

£498.96

Total Cost: £1634.96

Unit cost per Computer for model: £116.78
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Appendix C

Installing and Configuring a simple Proxy Server
1.Connect to the Internet and and use WINIPCFG (from the RUN-menu)
to check your ISP-settings

^njx

IP Configuration
Ethernet Adapter InformationWindows Update

j P'PP Adapter.
Adapter Address

LjT^] Programs

44-45-53-54-00-00

IP Address

I ^ I Favorites

■3

195.232.18.71

Subnet Mask

255.255.255.0

Default Gateway

195.232.18.71

Documents

Renew All

Release All
..w_

Find

Renew

Release

OK

Settings

^

More Info »
.

■

Help

^

Run...

CT) -

-

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open:

3

[winipcfg

^ Log Off HELMIG.
OK
^

Cancel

Browse..

Shut Down...

2.Select "More Info": For this proxy program, you will need the IP-address of the
DNS-server of your ISP.

-
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^ j IP Configtjr.atiort

ln§

x|

Host Information
PI 20 HOME

Host Name

1 : -J

195.232.1.6

DNS Servers

broadcast

Node Type
NetBIOS Scope Id j”

WINS Proxy Enabled

IP Routing Enabled f
NetBIOS Resolution Uses DNS
Ethernet Adapter Information

3]

I PPP Adapter.

Adapter Address j~

44-45-53-54-00-00
195.232.18.71

IP Address
Subnet Mask f

255.255.255.0

Default Gateway |

195.232.18.71
255.255.255.255

DHCP Server
Primary WINS Server j
Secondary WINS Server

f.......OK'.......||

Lease Obtained j

01 01 80 12:00:00 AM

Lease Expires

01 01 80 12:00:00 AM

Release

Renew

|

Release All |

Renew All |

Configuration j Identification j Access Control j

The following network components are installed:

3 Client for Microsoft Networks
'Dial-Up Adapter
'NE2000 Compatible

The installation of the

TCP/IP -> Dial-Up Adapter
T TCP/IP

proxy server software is a

NE2CI00 Compatible

relatively simple affair

TCP/IP Properties
Bindings

|

Advanced

]

NetBIOS

DNS Configuration j Gateway j WINS Configuration

IP Address

An IP address can be automatically assigned to this computer.
If your network does not automatically assign IP addresses, ask
your network administrator for an address, and then type it in
the space below.

C

Obtain an IP address automatically

Specif

i

IP

once you have all the
above information at
hand.

4.Like most other proxy
programs, it prompts you

-------------

to define the Startup-

IP Address:

192.168. 1

. 1

Subnet Mask:

255.255.255. 0

method:
- None ,i.e. you have to

start it up manually via the Startup Group or as a '’Service"It is entirely your
choice,but if in doubt select the default.
Once it is installed, it is part of the menu-structure:
►

1] ReadMe

►

^ Uninstall VSOCKS Light

Visual Basic ^.0

►

V VSOCKS Light

Vmpeg

►

^VSOCKS Light Help

Ulead GIF Animator 2.0
^ Virtual Key

11 Whats New

^ V'dOCKS Liqht

On starting this proxy ("VSOCKS Light"), it puts itself as an icon into the taskbar:

The context menu ("right-mouse click") give more options, we need to select:
Help

'rooerties..

Open Status...
Connect
Hangup
Shutdown

5.Choose"Properties" to finalize the setup:

mm

VSOCKS Light VO 1 3 Settings
Connection Method
c Use b\N for connection

|t» Use

fot connection]

RAS Details

3

RAS Connection:

CIS OID

User Name:

73623.3016

RAS Connections which can
also be used if established:

|i

^ min

CIS New
CIS OID
NT vie VPN
OfficeViaNT

Allow Incoming Connections On Interface:

P AutQ Disconnect

min

Timeout

Password;

lv Smart DNS
P Dial On DNS

Interval: [o

Ejstemal DNS Server:

Idle Timeout

192.168 1.1

Qose

195.232.1.6

Help

minutes

6.When it states ''RAS"', that is the Windows NT word for ''Dialup-Networking".
Define your Dialup-connection, user-name and password (so that it can dial without
-
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any keyboard input), and this program also requires to enter the DNS-server.
That's all for this proxy-program.
Double-clicking the icon brings up the Proxy-monitor:
7.The following section details how to set up the Clients on the network:

Network
Configuration

I Identification I

Access Control

The following network components are installed:
Client for Microsoft Networks

g

3Com Etherlink III PCMCIA (3C589/3C589B)

T TCP/IP
Make sure, that you have a

TCP/IP Properties

working
Bindings

|

DNS Configuration

1

Advanced
Gateway

1

|

NetBIOS

WINS Configuration

IP Address

TCP/IP connection, so that
you can

An IP address can be automatically assigned to this computer.
If your network does not automatically assign IP addresses, ask
your network administrator for an address, and then type it in
the space below.

communicate with the
Proxy server.

Obtain an IP address automatically

an IP

I ^

------------------ ----------------------------

IP Address:

192.168.

.

2

Subnet Mask:

255.255.255.

0

1

l7|x|

TCP/IP Piopeities
Bindings
DNS Configuration

r

i

|

j

Advanced
Gateway

J

|

NetBIOS

WINS Configuration | IP Address

This proxy requires you to

Disable DNS

?■ jEnabtePNS^

-

Host JT300

DNS Server Search Order

configure the

----- -----------^

Clients with DNS:

Dfltnan:

"

''Enable DNS" and define

—

Add

the

192.188.1.1

IP-address of the Proxy
system as
Domain Stifix Search Order >

DNS-system.

w4
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8.You now need to configure your Internet browser for usage of a proxy.We have
chosen Microsoft Internet Explorer because it is in common usage in Primary
Schools.

Microsoft:
Q Microsoft Internet Explorer - Microsoft Internet Explorer
FUe

Edit UjUlU
View Go
^

Help

Toolbar
Status Bar

Back

11

Favorites

efresh

Home

Search

Fav

Fonts

Address

Stop

Esc

Refresh

F5

Source

Options...
-rx—»l

OplioriJr
General

1^

Proxy Settings
Connection | Navigation ] Programs | Security | Advancec
- Servers

Dialing
^...

-

-

—

-

vi, Type
i^ = l
MTTP:

-

r* Connect to the Internet as needed

iJse the frilloi^iii^g Dial-Up NehAiorking oirinedioh:.

Secure:

CIS Bruss^s
Ad^...

P Discorihectifidlefor [dO

^

I

ftopertie

Port

I

1
1
1
1

|

£TP:

1

fiopher;

|

Spsks;

.linijtes

Address of pro)^ to use

[l080

192.1G8.1.1

n iise the same proxy server for all protocols
F PerfoTTTi sjistem security check before dialing
r Exceptionsli ,

Do got use proxy server tor addresses beginning with:

Proxy server

*1

1

F Connect through a groxy server
Settings.

Use semicolons (;) to separate entries.
r~

Do not use proxy server for local (intranet) addresses

OK

Catxrel

Enter as "SOCKS'' the IP-address of the system running the Proxy-program and use as
Port: 1080.

The Proxy server is now configured for use.
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❖ Appendix D
Computer Survey
1. Type of school?

Urban

Rural

2. Category
(a)

1-2 Teacher

3-5 Teacher

(d)

(C)

(b)

6-8 Teacher

9-11 Teacher

(e)

>12 Teacher

S.How many PCs do you have?

4.Are they located in a Computer Lab?

No

Yes
S.Are they located in the classrooms?

Yes

No

6(a)How many PCs are not functioning at the present time?

6(b) Of these how many do you think are down due to a software problem?

7.H0W many printers do you have?

8. Do you have 1 printer per room?

Yes
-

No

120
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9(a)Do you have Internet access for more than 1 computer?

9(b)If so how many PCs can connect to the Internet
simultaneously ?

lO.Is your stock of PCs networked?
Yes

No

11 (a) Would your preference be to have a school wide network of PCs?
Yes

No

11 (b)if so would you prefer to have the PCs networked within a single
computer lab or spread throughout the inividual classrooms?
Computer Classrooms
Lab

12.Please rate the following attributes of a school network in order ofyour preference
(1-5)
Shared
access to the
Internet for
all PCs

Central
storage of
data

Central
management
of all PCs

-
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Shared
access to
printers and
scanners
(regardless
of location)

Cheaper
Easy
set-up
Software
of
licensing
software
(install
on
server
for all
PCs)

-

i

IS.Ifyou could network your school for less than £150 per PC, do you think this
would be within the reach ofprimary schools?
Yes

No

14.1s there a teacher/teachers in your school that would be willing to manage a
network if training was provided?
Yes

No

IS.Currently there are Irish software programs available to carry out administrative
tasks such as Daily enrolments and pupil profiles over school network, do you see
advantages in this aproach over the way these tasks are carried out at present?

Yes

No

16. In your opinion is there a needfor guidance in this area?
Yes

-

i

No
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Glossary of Networking Terms

lOBaseS - Ethernet specification for thick coaxial cable transmits signals at 10 Mbps
(megabits per second) with a distance limit of 500 meters per segment.
lOBaseF - Ethernet specification for fiber optic cable transmits signals at 10 Mbps
(megabits per second) with a distance limit of 2000 meters per segment.
lOBaseT - Ethernet specification for unshielded twisted pair cable (category 3, 4, or
5), transmits signals at 10 Mbps (megabits per second) with a distance limit of 100
meters per segment.
100BaseT - Ethernet specification for unshielded twisted pair cabling that is used to
transmit data at 100 Mbps (megabits per second) with a distance limit of 100 meters
per segment.
100BaseTX -Ethernet specification for unshielded twisted pair cabling that is used to
transmit data at 1 Gbps (gigabits per second) with a distance limitation of 220 meters
per segment.
Asynchronous Transfer Mode (ATM) - A network protocol that transmits data at a
speed of 155 Mbps and higher. It is most often used to interconnect two or more local
area networks.
Backbone - A cable to which multiple nodes or workstations are attached.
Bit - Binary digit in the binary numbering system. Its value can be 0 or 1. In an 8-bit
character scheme, it takes 8 bits to make a byte (character) of data.
BNC Connector (Bayone-Neill-Concelman) - Standard connector used to connect
10Base2 coaxial cable.
Bridge - Devices that connect and pass packets between two network segments that
use the same communications protocol.

-
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Cable - Transmission medium of copper wire or optical fiber wrapped in a protective
cover.
Client/Server - A networking system in which one or more file servers (Server)
provide services; such as network management, application and centralized data
storage for workstations (Clients).
CSMA/CD - Carrier Sense Multiple Access Collision Detection is a network access
method in which devices that are ready to transmit data first check the channel for a
carrier. If no carrier is sensed, a device can transmit. If two devices transmit at once, a
collision occurs and each computer backs off and waits a random amount of time
before attem.pting to retransmit. This is the access method used by Ethernet.
Coaxial Cable - Cable consisting of a single copper conductor in the centre
surrounded by a plastic layer for insulation and a braided metal outer shield.
Concentrator - A device that provides a central connection point for cables from
workstations, servers, and peripherals. Most concentrators contain the ability to
amplify the electrical signal they receive.
Dumb Terminal - Refers to devices that are designed to communicate exclusively
with a host (main frame) computer. It receives all screen layouts from the host
computer and sends all keyboard entry to the host. It cannot function without the host
computer.
E-mail - An electronic mail message sent from a host computer to a remote
computer.
End User - Refers to the human executing applications on the workstation.
Ethernet - A network protocol invented by Xerox Corporation and developed jointly
by Xerox, Intel and Digital Equipment Corporation. Ethernet networks use
CSMA/CD and run over a variety of cable types at 10 Mbps (megabits per second).
Expansion Slot - Area in a computer that accepts additional input/output boards to
increase the capability of the computer.
-
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Fast Ethernet - A new Ethernet standard that supports 100 Mbps using category 5
twisted pair or fiber optic cable.
Fiber Distributed Data Interface (FDDI) - A network protocol that is used
primarily to interconnect two or more local area networks, often over large distances.
Fiber Optic Cable - A cable, consisting of a centre glass core surrounded by layers
of plastic, that transmits data using light rather than electricity. It has the ability to
carry more information over much longer distances.
File Server - A computer connected to the network that contains primary
filcs/applications and shares them as requested with the other computers on the
network. If the file server is dedicated for that purpose only, it is connected to a
client/server network. An example of a client/server network is Novell Netware. All
the computers connected to a peer-to-peer network are capable of being the file
server. Two examples of peer-to-peer networks are LANtastic and Windows for
Workgroups.
Gigabit Ethernet - An Ethernet protocol that raises the transmission rates to 1 Gbps
(gigabits per second). It is primarily used for a high-speed backbone of a network.
Gigabyte (GB) - One billion bytes of information. One thousand megabytes.
Hub - A hardware device that contains multiple independent but connected modules
of network and internetwork equipment. Hubs can be active (where they repeat
signals sent through them) or passive (where they do not repeat but merely split
signals sent through them).
Infrared - Electromagnetic waves whose frequency range is above that of
microwaves, but below that of the visible spectrum.
Intranet - Network internal to an organization that uses Internet protocols.
Internet - A global network of networks used to exchange information using the
TCP/IP protocol. It allows for electronic mail and the accessing ad retrieval of
information from remote sources.
-
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LAN (Local Area Network) - A network connecting computers in a relatively small
area such as a building.
Linear Bus - A network topology in which each node attaches directly to a common
cable.
MAN (Metropolitan Area Network) - A network connecting computers over a large
geographical area, such as a city or school district.
Modem (Modulator/Demodulator) - Devices that convert digital and analog signals.
Modems allow computer data (digital) to be transmitted over voice-grade telephone
lines (analog).
Multiplexer - A device that allows multiple logical signals to be transmitted
simultaneously across a single physical channel.
Network Modem - A modem connected to a Local Area Network (LAN) that is
accessible from any workstation on the network.
Network Interface Card (NIC) - A board that provides network communication
capabilities to and from a computer.
Network Operating System (NOS) - Operating system designed to pass information
and communicate between more than one computer. Examples include AppleShare,
Novell NetWare, and Windows NT Server.
Node - End point of a network connection. Nodes include any device attached to a
network such as file servers, printers, or workstations.
Node Devices - Any computer or peripheral that is connected to the network.
PCMCIA - An expansion slot found in many laptop computers.
Peer-to-Peer Network - A network in which resources and files are shared without a
centralized management source.

-
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Physical Topology - The physical layout of the network; how the cables are
arranged; and how the computers are connected.
Point-to-Point - A direct link between two objects in a network.
Ports - A connection point for a cable.
Protocol -A formal description of a set of rules and conventions that govern how
devices on a network exchange information.
RAID (Redundant Array of Inexpensive Disks) - A configuration of multiple disks
designed to preserve data after a disk casualty.
RAM (Random Access Memory) - The working memory of a computer where data
and programs are temporarily stored. RAM only holds information when the
computer is on.
Repeater - A device used in a network to strengthen a signal as it is passed along the
network cable.
RJ-45 - Standard connectors used for unshielded twisted-pair cable.
Router -A device that routes information between interconnected networks. It can
select the best path to route a message, as well as translate information from one
network to another. It is similar to a superintelligent bridge.
Segment - Refers to a section of cable on a network. In Ethernet networks, two types
of segments are defined. A populated or trunk segment is a network cable that has one
or more nodes attached to it. A link segment is a cable that connects a computer to an
interconnecting device, such as a repeater or concentrator, or connects a
interconnecting device to another interconnecting device.
Sneaker-Net - Refers to a manual method of sharing files in which a file is copied
from a computer to a floppy disk, transported to a second computer by a person
physically walking (apparently wearing sneakers) to the second computer, and
manually transferring the file from floppy disk to the second computer.

-

127

-

Speed of Data Transfer - The rate at which information travels through a netv/ork,
usually measured in megabits per second.
Star Topology - LAN topology in which each node on a network is connected
directly to a central network hub or concentrator.
Tape Back-Up - Copying all the data and programs of a computer system on
magnetic tape. On tape, data is stored sequentially. When retrieving data, the tape is
searched from the beginning of tape until the data is found.
Terminator - A device that provides electrical resistance at the end of a transmission
line. Its function is to absorb signals on the line, thereby keeping them from bouncing
back and being received again by the network.
Thicknet - A thick coaxial cable that is used with a lOBaseS Ethernet LAN.
Thinnet - A thin coaxial cable that is used with a 10Base2 Ethernet LAN.
Token - A special packet that contains data and acts as a messenger or carrier
between each computer and device on a ring topology. Each computer must wait for
the messenger to stop at its node before it can send data over the network.
Token Ring - A network protocol developed by IBM in which computers access the
network through token-passing. Usually uses a star-wired ring topology.
Topology - There are two types of topology: physical and logical. The physical
topology of a network refers to the configuration of cables, computers, and other
peripherals. Logical topology is the method used to pass the information between
workstations. Issues involving logical topologies are discussed on the Protocol
chapter
Transceiver (Transmitter/Receiver) - A Device that receives and sends signals over a
medium. In networks, it is generally used to allow for the connection between two
different types of cable connectors, such as AUI and RJ-45.
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Twisted Pair - Network cabling that consists of four pairs of wires that are
manufactured with the wires twisted to certain specifications. Available in shielded
and unshielded versions.
USB (Universal Serial Bus) Port - A hardware interface for low-speed peripherals
such as the keyboard, mouse, joystick, scanner, printer, and telephony devices.
WAN (Wide Area Network) - A network connecting computers within very large
areas, such as states, countries, and the world.
WLAN (Wireless Local Area Network) - A means of connecting computers within a
Local Area Network without the use of a physical medium.
Workgroup - A collection of workstations and servers on a LAN that are designated
to communicate and exchange data with one another.
Workstation - A computer connected to a network at which users interact with
software stored on the network.
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